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Resumo

O paradigma Fog Computing surgiu como uma solu¢cao complementar a Cloud Computing
para levar o processamento de aplicacdes para dispositivos da borda da rede (edge computing
devices), que interligam-se aos dispositivos tipicos da Internet das Coisas (IoT - Internet of
Things). Entretanto, a capacidade limitada dos nés edge langa alguns desafios no gerenciamento
dos recursos disponiveis para as aplicacdes distribuidas. O service placement em Fog Computing
¢ um problema NP-completo que consiste no gerenciamento da decisdo sobre em qual n6 da Fog o
servico de uma aplicagdo IoT serd executado. Se nao houver recurso suficiente na Fog, a aplicagdo
€ enviada para a Cloud. Este trabalho consiste na otimizacao do Fog Service Placement Problem
para execucgao de aplicagdes IoT, empregando um estudo de caso referente a sistemas de prevencao
de colisdes de veiculos em vias urbanas. O problema € formulado como um modelo de satisfacido
de restri¢Oes para otimizagdo de cinco fungdes objetivos: makespan, energy consumption gap,
CPU load-balancing, memory load-balancing e bandwidth load-balancing. Neste trabalho é
proposto um algoritmo para otimiza¢ao do problema, denominado Rotation-Guided Greedy
Genetic Particle (R3GP). O estudo € conduzido com um experimento in silico que compara o
algoritmo com outros encontrados na literatura. Os resultados estatisticos mostram que o R3GP
consegue superar os algoritmos comparados, principalmente, na otimiza¢do da métrica energy

consumption gap.

Palavras-chave: service placement. fog computing. cloud computing. edge computing. optimiza-

tion. internet of things.



Abstract

The Fog Computing paradigm emerged as a complementary solution to the Cloud Computing
to bring application processing to edge computing devices, which interconnect with typical
Internet of Things (IoT) devices. However, the limited capacity of edge nodes poses some
challenges in managing the resources available to distributed applications. Service placement in
Fog Computing is an NP-complete problem that consists of managing the decision on which Fog
node the service of an IoT application will run. If there is not enough resource in the Fog, the
application is sent to the Cloud. This work consists of optimizing the Fog Service Placement
Problem for the execution of IoT applications, applying a case study regarding vehicle collisions
on urban roads. The problem is formulated as a Constraint Satisfaction Problem for optimization
of five objective functions: makespan, energy consumption gap, CPU load-balancing, memory
load-balancing and bandwidth load-balancing. In this work, an algorithm for optimization of
the problem, named Rotation-Guided Greedy Genetic Particle (R3GP), is proposed. The study
is conducted with an in silico experiment that compares the algorithm with others found in the
literature. Statistical results show that R3GP can outperform the compared algorithms, mainly in

optimizing the energy consumption gap metric.

Keywords: service placement. fog computing. cloud computing. edge computing. optimization.

internet of things.
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Introduction

Internet of Things (IoT) is a computing paradigm that refers to interconnected objects
that use sensors capable of collecting data from the physical environment around them and, based
on the analysis of the information, acts on it using actuators. These objects intercommunicate by
exchanging knowledge over the Internet or a private network (CHOI; AHN, 2021). However,
the limitations of these types of devices, such as hardware capacity constraints, bring some
challenges in data processing. In this way, the Cloud Computing paradigm emerges as an option
to overcome the restrictions of IoT devices, providing data centers with robust servers for massive
data processing and management and deployment of applications in a large-scale environment
(NATH et al., 2019).

In contrast to its benefits, Cloud Computing has some disadvantages such as, for example,
difficulty in meeting IoT applications that require low communication latency. The paradigm has
a high response time for applications that are sensitive to latency, such as communication between
smart vehicle networks, patient monitoring, industrial robot monitoring and online games (KIM;
CHUNG, 2018b). For example, to avoid a traffic collision, an application for self-driving cars
requires real-time response to calculate the reaction decision. Therefore, it is not recommended

to deploy these types of applications in the Cloud.

In order to overcome the drawbacks of Cloud Computing, (BONOMI et al., 2012)
proposed Fog Computing, a paradigm that emerges as a complementary solution to Cloud.
Designed to bring processing power to edge devices, close to IoT devices, acting as a bridge
between Edge and Cloud Computing. Fog’s ability to bring application processing closer to the
end devices layer makes it possible to reduce service latency and network overload (MARTIN;
KANDASAMY; CHANDRASEKARAN, 2020). However, running services on edge devices
poses some challenges such as controlling and managing the availability of resources for
distributed applications, given that these nodes have limited computing resources (MEHRAN;
KIMOVSKI; PRODAN, 2019).
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Some of the challenges of the state-of-the-art fog computing paradigm include device
heterogeneity, security, network latency, dynamic behaviors and fault tolerance. As an example
use case, we have VANETSs (Vehicle Ad-Hoc Networks), in which intelligent vehicles can
share information with the infrastructure as they transit between access points along highways
(EYCKERMAN et al., 2020). In order to deal with these problems efficiently, one of the measures
to be taken is the application of better placement strategies for application services along the Fog

infrastructure.

Service placement in a Fog Computing environment, formally known as Fog Service
Placement Problem (FSPP) (LIU et al., 2022; AYOUBI; RAMEZANPOUR; KHORSAND,
2021), is a problem that consists of an entity called Fog Controller responsible for generating the
placement plan of IoT device application requests. This placement plan contains decisions about
which Fog node an application’s service will run on. If no Fog node has enough resources to
process the requested application services, the controller offloads the application to the Cloud
(SKARLAT et al., 2017a). The service placement problem is an NP-complete problem derived
from the Knapsack problem. For this reason, many studies use heuristic and meta-heuristic
approaches to find a solution close to the optimum in a short time (MEHRAN; KIMOVSKI;
PRODAN, 2019).

As fog computing is an emerging paradigm, some gaps are found in the literature, such
as solving the FSPP for more than three objectives (AYOUBI; RAMEZANPOUR; KHORSAND,
2021) and considering the load-balancing function in the mathematical model (EYCKERMAN
et al., 2020; YADAV; NATESHA; GUDDETI, 2019). Furthermore, few works are found in the
literature involving FSPP and applications of Intelligent Transportation Systems (ITS) and vehic-
ular networks. In order to explore these gaps, this work considers a mission-critical application
study of vehicular networks in Intelligent Transportation Systems. As in (EYCKERMAN et al.,
2020; MSEDDI et al., 2019; DONASSOLO et al., 2019b), the motivating scenario consists of
detecting and preventing possible vehicle collisions against pedestrians, animals, other vehicles,

or objects that pose a risk to the safety of passengers and the driver.

1.1 Objective

This work is an explanatory research that aims to solve the Fog Service Placement
Problem to help prevent vehicle collisions on highways in urban cities. The problem is formulated
as a constraint satisfaction model for optimizing five objective functions: makespan, energy

consumption gap, CPU load-balancing, memory load-balancing and bandwidth load-balancing.

Modeling with multiple objectives is necessary to meet multiple system requirements
that are not strictly correlated. These requirements have varied purposes such as application
functionality, financial expenditure and environmental impact. From the point of view of

application functionality, a mission-critical application, to save lives, requires a time deadline
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objective function to provide quality of service when executing the application. From a financial
aspect, it is important to have CPU, memory and bandwidth optimization load balancing functions,
as monetary expenses are linked to the consumption of infrastructure resources. In relation to
environmental impact, aiming for less or no degradation of the environment, an optimization

function for energy consumption is required, for example.

In order to conduct experimental evaluations in a structured way, the GQM (Goal-
Question-Metric) method was used in this work. Proposed by Basili, Caldiera e Rombach (1994),
the GQM methodology was used a fundamental pillar to guide and structure the research process,
due to the systematic approach in defining objectives, deriving specific research questions and
selecting of appropriate metrics for evaluation. By employing GQM, this work aims to provide
a rigorous and well-founded methodology to evaluate and advance knowledge in the field of
computer science with credibility. Thus, this study was conducted in an in silico experiment with
the objective of comparing the performance of the proposed algorithm against the algorithms

found in the literature for solving the service placement problem in Fog Computing.

The main objective of this work was to compare the performance of the proposed
algorithm, named R3GP (Rotation-Guided Greedy Genetic Particle), against the algorithms found
in the literature, for solving the service placement problem in Fog Computing. The finality is to
prevent vehicle collisions in urban cities through Intelligent Transportation System networks. In
order to achieve the main objective, the following secondary objectives were covered: systematic
mapping of the literature to obtain the most used optimization and performance algorithms and
metrics; creation and validation of a continuous-time Fog Computing simulator for performance
analysis according to M/M/1 queuing theory; and, algorithm validation in static analysis of Fog

infrastructure.

The main contributions of this study are:

* Study of application of Intelligent Transportation Systems for preventing vehicle collisions

against pedestrians, animals, other vehicles, or objects on urban roads;

* Creation of a metaheuristic algorithm inspired by the main strategies found in the literature
for solving the Fog Service Placement Problem efficiently and effectively for the placement

of mission-critical and real-time applications;

* Creation of a methodology with planning and executing experiments in a structured way,
using the GQM framework;

* Execution of a comparative experiment between the proposed algorithm and the main
types of algorithms found in the literature, such as First-Fit Decreasing, Genetic Algorithm

and e-Greedy;
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* FSPP modeling minimizing the Euclidean distance between five objective functions, for
fast problem resolution, taking into account load-balancing, as one of the gaps found in the

literature, and energy consumption, in order to implement Green Computing;

* Systematic mapping of the literature with information from algorithms, mathematical
models, optimization metrics, tools and devices used in solving the service placement

problem in Fog Computing;

* Creation of a simulator of Fog Computing and distributed systems to solve the service

placement problem;

» Simulator validation using queuing theories; Validation of the hypotheses of the algorithm

comparison experiment with statistical tests;

* Creation of a framework for the implementation of optimization problems and a program-

ming library with implementation of heuristic and metaheuristic algorithms.

1.2 Document Structure

The remainder of this work is structured in two parts. Part I discusses the Theoretical
Background of the study, where the basic concepts and related works found in the literature are
presented, in addition to the description of the simulator and the proposed algorithm. Part II
presents the planning and evaluation of the experiments, consisting of the experimental validation

of the simulator and the proposed algorithm, and the experimental evaluation of the case study.

Specifically, Part I is organized as follows: literature review with explanation of method-
ology, evaluation of results, and presentation of the related works is shown in Chapter 2; the
conceptual basis of Fog Computing, Intelligent Transportation System, Kintoun simulator, and
the R3GP are explained in Chapter 3; in Chapter 4 are the service placement problem in Fog

Computing is modeled and mathematically formulated as an optimization problem.

Finally, Part II is organized as follows: the simulator created in this work is presented in
Chapter 5; in Chapter 6, the algorithm is validated in a simple Fog topology experiment with
static simulations of mission-critical application placement requests; Chapter 7 presents the case
study, the experimental method and the statistical analysis of the results using a more complex
Fog topology with dynamic requests of two Intelligent Transportation Systems applications; at
last, in Chapter 8, the final considerations are made about the conduction of this study, as well as

the conclusion of the main contributions.
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Literature Review

This chapter aims to present a descriptive quantitative research about service placement
in Fog Computing in the context of the Internet of Things. The objective is to evidence the
state-of-the-art elements addressed in the literature, such as optimization strategies, mathematical
models, optimization metrics, performance metrics, case studies, test-bed environments, and

experimentation tools.

The main contributions of this literature review are:

* A systematic mapping of the state-of-the-art about service placement in Fog Computing in

the context of the Internet of Things;

* Individual statistical analyses of the following collected variables: optimization strate-
gies, optimization metrics, types of case studies, types of test-bed environments, and

experimentation tools;
* Correlated statistical analyses between the variables mentioned above;
* Identification and analysis of the trends about Fog Service Placement Problem;

* Presentation of the related works about Fog Service Placement Problem.

This literature review chapter is organized as follows: Section 2.1 gives detail of the
methodology used to make the systematic mapping, such as research questions, search strategy,
data extraction variables, and data analysis strategy; Section 2.2 presents the summary of
the selected works, the results and discussions about data analyzed, and the answers to the
formulated research questions; lastly, Section 2.5 explains the threats to validity of this research

and summarizes the main points addressed along the article.
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2.1 Methodology

This systematic mapping was built based on the PICOC (Population, Intervention,
Comparison, Outcome, Context) method (PETTICREW; ROBERTS, 2006), using research
questions and a search string created as guidance. Table 1 presents the terms formulated using
PICOC. The following steps describe the conduction method of this work: subsection 2.1.1 shows
the formulation of the research questions; 2.1.2 shows the search strategy, which includes the base
search string and the search bases used; 2.1.3 presents the variables extracted from the works to
answer the research questions; and, finally, the subsection 2.1.4 explains how was performed data
analysis for the values collected.

Table 1 — PICOC result.

Population | Service Placement in Fog Computing.

Intervention | Optimization algorithm.

Comparison | —

Outcome Methodologies, techniques, case studies,
testbed scenarios and metrics.

Context Internet of Things

Source: Author.

2.1.1 Research questions

Based on terms presented in Table 1, the general research question (RQG) formulated is:
Which techniques and methodologies solve service placement problems in a Fog Computing
environment in the context of the Internet of Things? In order to answer this question, this study

needs to answer the following specific questions:

RQ1: Which are the mathematical model types?

RQ2: Which optimization strategies solve the FSPP?

RQ3: Which metrics are works used to optimize the mathematical model?

RQ4: Which application areas do the researchers use in the case studies?

RQS: Which test-bed environment types do the studies use in experiments?

2.1.2 Search strategy

Based on terms present in Table 1 and formulated research questions, it was refined and
created a generic search string to help locate desired articles. Table 2 presents the keywords and

their synonyms.
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Table 2 — Search string keywords and synonyms.

Keyword Synonym

placement -

fog computing -

optimization optimized, optimizing, optimal
Internet of Things | IoT

Source: Author.

This research used the following research bases to select works in the literature: Scopus,
IEEE Xplore Digital Library, Web of Science, Science Direct, and ACM Digital Library. By
adequating the base search string for each search base was possible finding studies according to

title, abstract, or keywords. Table 3 presents the base search string formulated based on terms in
Table 2.

Table 3 — Base string used to search studies on the research bases.

(placement AND '"'fog computing' AND (optimization OR optimized
OR optimizing OR optimal) AND ("' Internet of Things'' OR IoT)))

Source: Author.

Furthermore, formulated inclusion and exclusion criteria helped to filter relevant studies.
The Inclusion Criteria comprise works that address: cloudlet, edge computing, edge-cloud
computing, or a mathematical the model of service placement problem. On the other hand, the
Exclusion Criteria adopted were: before 2016; do not address a optimization of service placement
in Fog Computing; duplicated; unreachable by the account on site of papers; uncompleted;

address node placement; address data placement.

2.1.3 Data extraction variables
This study uses the following variables to extract values that help answer the research
questions:
* Mathematical model: the mathematical model that describes the service placement

problem;

* Service placement strategy: the strategy used to solve the service placement problem. It

can be an algorithm, a framework, or any else;
* Optimization metric: the metric used in the mathematical model to be optimized;
» Application area: the IoT field of the case study used in the experiments;

* Test-bed environment: the environment where researchers executed the experiments. It

can be a simulator, the real world, or any other;
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As Fog Computing is a novel paradigm, to extract the maximum information presented
in the literature, this study accepts works having missing values for any variable (except for the
service placement problem variable). Missing values means the variable is either: not applied in

work, used but not explained, or applied and explained but not recognized in this study.

2.1.4 Data analysis strategy

In order to answer the research questions, the analysis of the data extracted variables
presented in subsection 2.1.3 follows these strategies: independent analysis, in which each
variable is analyzed separately from the others; dependent analysis, in which the correlation of
two variables is analyzed using the contingency data evaluation. This second does not account

works with missing values for any of the paired variables.

2.2 Results and Discussion

This section presents a summary of the works and results found in the literature. Also,
it answers the research questions formulated in 2.1.1, analyzing and explaining the results.

Furthermore, it examines the correlation between the variables.

2.2.1 Works summary

This subsection presents the works found after applying the search strategy described in
2.1.2. The first search admitted articles published from 2016/Jan until 2021/Jun. Later, a second
search was performed to update the collection until 2022/Jun. As follows, Table 4 outlines the
studies discovered. It shows the search string found 379 papers of which 186 were duplicated and
91 were discarded according to the exclusion criteria. Thus, this study accepted a total of 102

scientific research articles.

Table 4 — The selection process of the research works.

Study selection Partial | Total

ACM Digital Library 15

IEEE Digital Library 88
Works found | Web of Science 124 379

Science Direct 21

Scopus 131
Duplicated works 186
Works excluded by the exclusion criteria 91
Works included by the inclusion criteria 102

Source: Author.
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2.2.2 Answers to research questions

This subsection shows the independent analysis of the values extracted from the selected
works. For each research question formulated in Section 2.1.1, an answer is given based on the

appropriate variable defined in 2.1.3.

Concerning data analysis of the variables, this study counts duplicated values once to the
same research; one research could appear in different values of the same variable. In this way, the
paper shows bar plots with absolute values on top of each bar representing the number of studies.
At the same time, the vertical axis denotes the relative frequency of that value about the number

of total works.

RQ1 - Which are the mathematical model types?

Using the Mathematical model variable, Fig. 1 shows how the authors represent the
service placement problem in the Fog Computing. Notice that was opted to do not subdivide
the types of mathematical representation because researchers do not distinguish your models by

categories.

Figure 1 — Mathematical models.
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In the Fig. 1 Integer Linear Programming (ILP), Weighted-Sum Multi-objective Op-
timization Problem (WS MOOQOP), and Multi-objective Optimization Problem (MOOQOP) are
the 3 mathematical models most used in the literature, appearing in 24, 22, and 17 works,
respectively. Most works like (SAHOO, 2021; VIJOUYEH et al., 2020; NATH et al., 2019)



Chapter 2. Literature Review 29

model the problem directly as an ILP, but some other authors model the problem as a MINLP
(Mixed-Integer Non-Linear Programming) and relaxes the constraints using relaxed variables
to reduce it to an ILP, as in (FATICANTI et al., 2020; KIM; CHUNG, 2018b). Works such as
(SALIMIAN; GHOBAEI-ARANI; SHAHIDINEJAD, 2022; FARZIN et al., 2022; SALIMIAN;
GHOBAEI-ARANI; SHAHIDINEJAD, 2021; YAO; ANSARI, 2019), represent the FSPP as
ILP and WS MOQP, aggregating multiple variables into a single optimization function. Others,
such as (LIU et al., 2022; ALMURSHED; RANA; CHARD, 2022; AL-TARAWNEH, 2022;
HUANG et al., 2020; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020; HUSSAIN
et al., 2020; MORKEVICIUS et al., 2021; DONASSOLO et al., 2019b), treat the variables in

multiple optimization functions and figure out the solutions in a Pareto front result.

Problems designed as ILP, MILP or MINLP are NP-hard complex to solve, i. e. finding the
best solution demands spending much more time than usual for traditional computers. Avoiding
this requires strategies that solve the Fog Service Placement Problem approximating the results

in polynomial time.

RQ2 - Which optimization strategies solve the service placement problem in fog computing?

The Placement strategy variable defined in the Methodology supports answering to this
question. Fig. 2 exhibits the top 25 values. The other 140 strategies were omitted due to the size
of the figure. In this analysis the counting procedure considers derived strategies equal to the
original ones, for example, GA-based algorithms counts as GA (Genetic Algorithm). On the other
hand, it was assumed hybridization as a distinct strategy, such as GAPSO (Genetic Algorithm +

Particle Swarm Optimization).

The first position of the First-Fit reflect its frequent usage as control group in the
experiments (TAVOUSI; AZIZI; GHADERZADEH, 2022; PATRO et al., 2021; NEZAMI et
al., 2021; RAHBARI; NICKRAY, 2020; GILL; SINGH, 2020). The high usage of the CPLEX
reflects it as a control group too, as in (HUSSAIN et al., 2020; MSEDDI et al., 2019; BOURHIM,;
ELBIAZE; DIEYE, 2019), but also shows that some authors focused in the mathematical
modeling and uses the solver just to find the solutions, as in (YOSUF et al., 2021; ALQAHTANI
etal., 2021b; SANTOS et al., 2017). Its popularity for solving placement and scheduling problems
in the cloud and its combinatorial-like feature by means of crossover attract researchers to develop
GA-inspired strategies. Its broad diffusion comes with fine-tuning, modifications, and also
hybridization with other meta-heuristics, i. e. GAPSO (YADAV; TRIPATHI; SHARMA, 2022;
NATESHA; GUDDETI, 2022; NATESHA; GUDDETI, 2021; YADAV; NATESHA; GUDDETI,
2019), that visioning to improve the execution time of the GA to fit with the requirements of fog

computing such as the service latency.

The top 3 of the Fig. 2 represent the three major types of strategies used to solve the
Fog Service Placement Problem: solver, heuristic, and meta-heuristic. But, some authors had

applied Machine Learning techniques to figure out the placement plan, as in (GOUDARZI;
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Figure 2 — Service placement strategies.
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PALANISWAMI; BUYYA, 2021) that performs Reinforcement Learning variations to optimize
the WS MOOP concerns to the energy consumption and execution time variables. In (MANIHAR;
PATEL; AGRAWAL, 2018) they use a Feed Forward Neural Network to place applications of
different domains, such as Hospital, Smart Home, and Smart Surveillance. In (RAGHAVENDRA;
CHAWLA; NARASIMHULU, 2021) they use clustering-inspiration algorithms, such as K-means,
to optimize energy consumption and response time. And, (PATRO et al., 2021; RAHBARI;
NICKRAY, 2020) that propose Decision Tree-based algorithms to decrease the response time

and the energy consumption using decision variables.

Executing placement strategies requires objective functions that are part of the mathemat-
ical model. These functions are built based on variables that need to be optimized. Choosing the

best optimization metrics is essential to model the problem and determining the best strategy.

RQ3 - Which metrics do works use to optimize the mathematical model?

Understanding the metrics used to model the service placement problem in Fog Computing
is crucial to apply the best strategy. In such a way, the Optimization metric variable supports getting
this information from the works. This study grouped similar optimization metrics meanings and

presented them in Fig. 3. It exhibits the top 24 values, while the other 44 values were omitted.



Chapter 2. Literature Review 31

Figure 3 — Optimization metrics.
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Fig. 3 shows a significant difference between the first three and the remaining optimization
metrics. Overall, the operational cost, energy consumption, and response time metrics have at
least ten times more occurrences than 80% of the metrics. In addition, this graph presents fog

utilization, a customized metric for the area, appearing in about 10% of the works.

The operational cost optimization metric represents any unit cost related to the usage of the
resources along the IoT, fog and cloud devices. In (ALI et al., 2022; BARANWAL; VIDYARTHI,
2022; BROGI et al., 2019; YOUSEFPOUR et al., 2019; REZAZADEH; RAHBARI; NICKRAY,
2018; ARKIAN; DIYANAT; POURKHALILI, 2017), it appears in the format of monetary value.
In (ALI et al., 2022; BARANWAL; VIDYARTHI, 2022; BROGI et al., 2019; YOUSEFPOUR et
al., 2019; REZAZADEH; RAHBARI; NICKRAY, 2018; ARKIAN; DIYANAT; POURKHALILI,
2017), as the sum of network communication and processing costs. This wide usage reflects a
worry in turning Fog Computing monetary cost-friendly, with regards to Cloud Computing, in
order to make it attractive to the market and industry (FARZIN et al., 2022; HAPP; BAYHAN;
HANDZISKI, 2021).

As important as the first, energy consumption gained much more attention over the last
years in the industry (DJEMAI et al., 2021; ALQAHTANI et al., 2021a; YOSUF et al., 2020;
KIM; CHUNG, 2018a). Fig. 4 shows the usage tendency of this optimization metric since 2018
and a half of 2022. It is an effort that vision Green Computing (DASH; AHMAD; IQBAL, 2021)

by decreasing the rate of carbon dioxide (CO;) emitted to the atmosphere by IoT devices, as
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presented in (HUSSAIN; BEG et al., 2019; YOSUF et al., 2020; YADAV; NATESHA; GUDDETI,
2019).

Response time, also known as service latency or service delay (AYOUBI; RAMEZAN-
POUR; KHORSAND, 2021; REDDY et al., 2020; YOUSEFPOUR et al., 2019), is the first
response that IoT devices receive after application request (CHEKIRED; KHOUKHI, 2018). It
is one of the main metrics in Fog Computing, once end devices have several challenges with
high communication with cloud servers (AMARASINGHE et al., 2018). Due this drawbacks of
Cloud Computing and the advantage of the location of the Fog devices closest to the end devices,
many studies (HERRERA et al., 2021; KARAMOOZIAN; HAFID; ABOULHAMID, 2019;
CHEKIRED; KHOUKHI, 2018; AMARASINGHE et al., 2018; NATESHA; GUDDETI, 2018)
propose optimize the response time aiming decrease much more the communication latency to

returns the result of the application processing.

Fig. 3 also presents another evident metric, fog utilization. It means the percentage of
services placed in fog computing, i.e., the usage of the resources of the fog devices in regards
to the cloud resources (LIU et al., 2022; SALIMIAN; GHOBAEI-ARANI; SHAHIDINEJAD,
2022). The adoption of fog utilization grew over the years, with 40% of studies (LIU et al.,
2022; SALIMIAN; GHOBAEI-ARANI; SHAHIDINEJAD, 2022; PALLEWATTA; KOSTAKOS;
BUYYA, 2022; ZHAO; ZOU; ZADEH, 2022) concentrated in half of 2022 and the remaining
distributed from 2017 to 2021 (AYOUBI; RAMEZANPOUR; KHORSAND, 2021; GODINHO;
CURADO; PAQUETE, 2019; TRAN et al., 2019; MAHMUD; RAMAMOHANARAO; BUYYA,
2018; SKARLAT et al., 2017b; MINH et al., 2017).

Some other metrics can be understood as complements to the others. For example, de-
ployments, active hosts, CPU utilization, and memory consumption, as used in (HOSSEINPOUR
etal., 2021; MORKEVICIUS et al., 2021), reflect the usage of the device resources represented
by fog utilization metric. Execution time, service time, makespan, and completion time are
correlated to the response time, as in (GILL; SINGH, 2020). Furthermore, other metrics are
related to the privacy, security and quality of the service, such as deadline violation, availability,

reliability, integrity, authentication, and confidentiality.

Despite the optimization metrics, discovering the best placement strategy also requires

knowing the case studies, as can be seen in the next question.

RQ4 - Which application areas do the researchers use in the case studies?

Understanding how to model the Fog Service Placement Problem requires knowing which
field involves it. Thus, the Application area variable helps to answer this question. Fig. 5 presents

all the 17 application areas explored in the research experiments.

Overall, Fig. 5 show there are four predominant areas of study in FSPP: Smart City and

Smart Healthcare tied with 11 works and Intelligent Transportation Systems (ITS) and Smart
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Factory tied with 9 works.

The Smart City adoption, as in (SHAIK; BASKIYAR, 2022; DJEMAI et al., 2021;
NIKOUI et al., 2020; VIJOUYEH et al., 2020; SANTOS et al., 2020b; SANTOS et al., 2017),
could be explained by its distributed-like environment characteristic, covering a wide range
area in a region, an aspect of the fog computing paradigm. Another explanation is Smart City
definition encapsulates other kinds of Smart fields, such as Smart Vehicles, Smart Traffic, and

Smart Water, which could be a not well-defined case study by authors.

The Smart Healthcare study cases, as used in (ALI et al., 2022; PALLEWATTA;
KOSTAKOS; BUYYA, 2022; ZHAO; ZOU; ZADEH, 2022; MARTIN; KANDASAMY; CHAN-
DRASEKARAN, 2020; NIKOUI et al., 2020; APAT et al., 2020; MEHRAN; KIMOVSKI;
PRODAN, 2019; MOURADIAN et al., 2019; REZAZADEH; REZAEI; NICKRAY, 2019;
MAHMUD; RAMAMOHANARAOQO; BUYYA, 2018; REZAZADEH; RAHBARI; NICKRAY,
2018), explore applications focusing in provide better quality treatment to the patients health.
For example, (ALI et al., 2022) implement a ILP model in a Fog-assisted infrastructure to
provide a secure and reliable deployment for IoT applications in healthcare (IocTH). In (MARTIN;
KANDASAMY; CHANDRASEKARAN, 2020), they deploy an wearable electrocardiogram
(ECG) monitoring sensor application composed of micro-services that monitor the ECG , analyze
the data to detect anomalies, and take actions in order to keep the stability of the patient health if

necessary.

The relevance of Intelligent Transportation System (ITS) (SHARMA; BUTLER; JEN-
NINGS, 2022; NTUMBA; GEORGANTAS; CHRISTOPHIDES, 2021; HAPP; BAYHAN;
HANDZISKI, 2021; EYCKERMAN et al., 2020; MSEDDI et al., 2019; TRAN et al., 2019;
DONASSOLO et al., 2019b; XIA et al., 2018b; KHARE et al., 2018) is related to the traffic
congestion in the urban locations of the cities. In (TRAN et al., 2019), for example, the authors
built a real-world service deployment environment by using analyzing traffic flow and traffic light

control ITS applications.

Smart Factory, or Smart Manufacturing, is the field of the Industry 4.0 and Industrial IoT
(IToT) (NATESHA; GUDDETI, 2021) that is composed by intelligent IoT devices and systems
that monitor and control a set of industry machines (GODINHO; CURADO; PAQUETE, 2019).
Authors of (GHOBAEI-ARANI; SHAHIDINEJAD, 2022; MAHMUD et al., 2019b), for example,
propose a placement algorithms to deploy industry 4.0-oriented applications (I40OAs), such as

image processing for robot navigation assistance in a manufacturing.

RQS - Which test-bed environment types do the studies use in experiments?

The Test-bed environment variable identifies where researchers executed your experiments
to help answer this question. It was found that 82 works use simulator, 22 use real-world, and

only one use emulator tools to create the test-bed environment. An explanation for the large
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usage of simulator tools is that Fog Computing is an emerging paradigm. Also, its distributed
characteristic requires many devices, which makes it hard to reproduce it in several real-world

scientific research experiments.

Fig. 6 shows all simulator tools adopted in the experiments in the literature. The
iFogSim simulator has the most popularity, presenting in nearly 27% of the studies, such as
(ALGHAMDI; ALZAHRANI; THAYANANTHAN, 2021; REDDY et al., 2020; MAHMUD
et al., 2019a; MAHMUD; RAMAMOHANARAO; BUYYA, 2019; DJEMAI et al., 2019;
NATESHA; GUDDETI, 2018). The MATLAB and Python programming languages means the
authors, as in (MAITT et al., 2022; BARANWAL; YADAV; VIDYARTHI, 2020; MOALLEMI;
BOZORGCHENANI; TARCHI, 2019), use these tools to developed from scratch they simulated
fog environment required for their experiments. The YAFS (Yet Another Fog Simulator) has
gained popularity, used in (SHARMA; BUTLER; JENNINGS, 2022; SAMANI; SAURABH;
PRODAN, 2021; APAT et al., 2020; LERA; GUERRERO; JUIZ, 2018), emerging as an alternative
to iFogSim, focused on Fog Computing and IoT environments. At last, (EYCKERMAN et al.,
2020; XIA et al., 2018b; XIA et al., 2018a) use the SimGrid, a generic simulator that runs

distributed-like computing environments, such as the Fog paradigm.
Figure 6 — Simulation test-bed tools.
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In regards to real-world tools, Fig. 7 shows the most frequents in the literature. At first, the
Raspberry Pi (LLORENS-CARRODEGUAS et al., 2021; SKARLAT; SCHULTE, 2021; KHOS-
ROABADI; FOTOUHI-GHAZVINI; FOTOUHI, 2021; SANTOS et al., 2020a; SAMI; MOURAD,
2020; VENTICINQUE; AMATO, 2019; SKARLAT et al., 2018) comes up as a hardware in-
frastructure tool. Docker (LLORENS-CARRODEGUAS et al., 2021; MEHRAN; KIMOVSKI,;
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PRODAN, 2019; DONASSOLO et al., 2019a; SKARLAT et al., 2018) comes as a container
engine for encapsulation of application services. Kubernetes (LLORENS-CARRODEGUAS et
al., 2021; SAMI; MOURAD, 2020; SANTOS et al., 2020b; SANTOS et al., 2020a; FATICANTI
et al., 2019), appears as an orchestrator of the services in containers. At last, FogBus (MAHMUD
et al., 2019b; MAHMUD; RAMAMOHANARAO; BUYYA, 2019) emerges as a framework

with components to build specifically Fog Computing components and environments.

Figure 7 — Real-world test-bed tools.
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2.2.3 Correlations

This subsection presents a dependent analysis, such as shown in the Data analysis
strategy in the Methodology, helping as an additional analysis to reinforce some factors of
the variables analyzed in 2.2.2. Thus, for better knowledge of the scientific research directions
about optimization of service placement in fog computing, this work analysis the associations
between the variables computing the correlations using the contingency table approach. Then,

each examination shows a ranking table with the top 3 most frequent combinations.

Placement strategy and Mathematical model correlation

This association reveals which placement strategy the works use to solve the mathematical

models of the Fog Service Placement Problem. Table 5 shows the 3 most recurring associations.
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It reinforce the variety of the most used values as analyzed individually and shown in Fig. 1 and

Fig. 2.

Table 5 — Top 3 most used combinations between algorithm and mathematical model.

Rank | Placement Strategy | Mathematical Model | f,
1° CPLEX ILP 10
2° GA WS MOOP 9
3° Greedy ILP 6

Source: Author.

Table 5 shows the CPLEX solver is the strategy most used to solve ILP models, as in
(SAHOO, 2021; ALQAHTANI et al., 2021b; HUSSAIN et al., 2020; YAO; ANSARI, 2019;
MSEDDI et al., 2019; BOURHIM; ELBIAZE; DIEYE, 2019; MOURADIAN et al., 2019;
HIESSL et al., 2019; MOURADIAN; KIANPISHEH; GLITHO, 2018; SKARLAT et al., 2017b;
SANTOS et al., 2017). Most of the studies use this combination as a control group in their

experiments, which supports the analysis of the placement strategy in 2.2.2.

Mathematical model and optimization metric correlation

The objective of this analysis is to understand which metrics the studies use to create
the optimization function of an FSPP mathematical model. Table 6 shows the three most used

associations between the mathematical model and optimization metric variables.

Table 6 — Top 3 most used combinations between mathematical model and optimization metric.

Rank | Mathematical Model | Optimization Metric | f,;
1° WS MOOP Operational cost 14
20 ILP Operational cost 9

MOOP Operational cost
3° WS MOOP Energy consumption 8

Source: Author.

Overall, Table 6 reveals a combination of the three most used optimization metrics with
the two most used mathematical models. This evidence also shows a strongest correlation with
the operational cost. Around 63% of the works that model the FSPP as a WS MOOP use the
operational cost as an optimization metric, such as in (YADAV; TRIPATHI; SHARMA, 2022;
SALIMIAN; GHOBAEI-ARANI; SHAHIDINEJAD, 2022; FARZIN et al., 2022; SALIMIAN;
GHOBAEI-ARANI; SHAHIDINEJAD, 2021; NEZAMI et al., 2021; NIKOUI et al., 2020; YAO;
ANSARI, 2019; MOURADIAN et al., 2019; BROGI et al., 2019). About 53% of the works
that model the FSPP as a MOOP use the operational cost as an optimization metric, such as in
(KOCHOVSKI et al., 2022; LIU et al., 2022; AYOUBI; RAMEZANPOUR; KHORSAND, 2021;
MARTIN; KANDASAMY; CHANDRASEKARAN, 2020; HUANG et al., 2020; MEHRAN;
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KIMOVSKI; PRODAN, 2019). At last, more than 30% of the studies that address energy
consumption model the FSPP as a WS MOQP, as in (GHOBAEI-ARANI; SHAHIDINEJAD,
2022; ZHAO; ZOU; ZADEH, 2022; DJEMAI et al., 2021; TULI et al., 2021; DJEMAI et al.,
2020; KAYAL; LIEBEHERR, 2019; YADAV; NATESHA; GUDDETI, 2019).

Optimization metric and application area correlation

This correlation helps to understand which metrics the works use to optimize the
mathematical model of the IoT application areas. Table 7 shows the most used combinations

between the optimization metric and application area.

Table 7 — Top 3 most used combinations between optimization metric and application area.

Rank | Optimization Metric | Application Area | f,
1° Operational cost Smart Healthcare | 6
2° Energy consumption Smart Factory 5

o Operational cost Smart City
3 . 4
Response time Smart Factory

Source: Author.

Overall, Table 7 reveals a combination of the most used optimization metrics with the
most applied application areas. The Smart Healthcare, for example, has a high correlation with the
operational cost, once that this optimization metric appears in about 54% of the use cases in that
field, as in (ZHAO; ZOU; ZADEH, 2022; MARTIN; KANDASAMY; CHANDRASEKARAN,
2020; NIKOUI et al., 2020; MEHRAN; KIMOVSKI; PRODAN, 2019). High correlation also
appears in the analysis of the combination of Smart Factory and energy consumption, which
this optimization metric happen in about 55% of the use cases in that field, as in (GHOBAEI-
ARANI; SHAHIDINEJAD, 2022; NATESHA; GUDDETI, 2022; TULI et al., 2021; NATESHA;
GUDDETI, 2021).

2.3 Trending topics

As discussed on the analysis of 2.2.2, using the data extraction variables presented in
2.1.3, the results reveal a growth tendency in the usage of the energy consumption optimization
metric. As a complement, this section discuss other three trending topics exposed in the works

analyzed.

The first topic is the mobility of the data sources. Overall, studies in the literature
solve FSPP using a static Fog environment. The mobility of the IoT objects brings several
challenges for the management of the services and resources in order to preserve the Quality
of Service (QoS) on a fog computing (DJEMALI et al., 2021). Works that address this point

need to provide solutions to service migration issues such as start time, transfer path, and extra
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resource consumption (DJEMAI et al., 2020). In this way, several works, such as (PALLEWATTA;
KOSTAKOS; BUYYA, 2022; NEZAMI et al., 2021; GOUDARZI; PALANISWAMI; BUY YA,
2021; KHOSROABADI; FOTOUHI-GHAZVINI; FOTOUHI, 2021), pointed the treatment of

mobility of devices as future work.

Another topic is the serverless computing (PALLEWATTA; KOSTAKOS; BUYYA, 2022;
TULI et al., 2021; GOUDARZI; PALANISWAMI; BUY YA, 2021). This is a mechanism that
gained popularity with the cloud computing paradigm offering pay-per-use service computation,

memory, storage, and auto-scaling functionality in order to provide better use of the resources
(GHOBAEI-ARANI; SHAHIDINEJAD, 2022).

At last, another interesting topic, found in works of 2022 only (GHOBAEI-ARANI;
SHAHIDINEJAD, 2022; ZHAO; ZOU; ZADEH, 2022; LIU et al., 2022; SALIMIAN; GHOBAEI-
ARANI; SHAHIDINEJAD, 2022), is the usage of the Monitoring, Analysis, Decision-making,
and Execution phases shared with a knowledge-base (MADE-k) (JACOB et al., 2004). It is an
autonomous framework that consists in managing the IoT services and fog and cloud resources
in the monitoring phase; prioritizing the services based on their deadline in the analysis phase;
generating a placement plan of the services in the fog and cloud resources in the decision-making
phase; and deploying the services according the placement plan in the execution phase (LIU et
al., 2022; SALIMIAN; GHOBAEI-ARANI; SHAHIDINEJAD, 2022).

2.4 Related Works

This section presents the main related works, found in the literature, which were the basis
for the construction of this study. The following works were selected according to the algorithms

used, the optimization metrics, the performance metrics and the case study.

The work of Natesha e Guddeti (2021) aimed to analyze the proposed algorithm, called
Elitism-based Genetic Algorithm (EGA), in solving the container placement problem. The
problem was modeled as multi-objective optimization using weighted-sum. The performance
of the EGA was evaluated against the DEBTS (Delay Energy Balanced Task Scheduling),
DMS (Double-Matching Strategy), First-Fit, Branch and Bound, and GAPSO algorithms. The
treatments were analyzed in relation to the metrics service time, service cost, energy consumption,
and CPU utilization. The experiment conducted was a case study of Smart Manufacturing in
the context of Fog Computing in a real infrastructure with Docker container and Raspberry Pi

devices.

In Martin, Kandasamy e Chandrasekaran (2020), the authors modeled service placement
in the form of a multi-objective optimization problem. The objective was to analyze the
performance of the proposed algorithm, called CREW (an Eagle strategy-based multi-objective
whale optimization), against NSGA-II, MOWOA (Multi-Objective Whale Optimization), and

FFD-latency (First-Fit Decreasing-latency). The algorithms were compared in terms of reliability,
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monetary cost, and response time. The case study used was based on e-commerce and Smart
Healthcare applications. The experiments were conducted in a simulated environment using

1iFogSim.

In Ayoubi, Ramezanpour e Khorsand (2021), the IoT service placement problem was
implemented as a multi-objective optimization model using Pareto-bound. The proposal was to
analyze the performance of the SPEAII, MOPSO, and NSGA-II algorithms in relation to the
metrics service latency, fog utilization, monetary cost, time violation, and count violation. The

case study experiment was also conducted via simulation in iFogSim.

The work of Yadav, Natesha e Guddeti (2019) aimed to analyze the proposed hybrid
algorithm, called GA-PSO (Genetic Algorithm + Particle Swarm Optimization-based), in solving
the service placement problem. The problem was modeled as multi-objective optimization
using weighted-sum. The performance of the GA-PSO was evaluated against the GA (Genetic
Algorithm) and PSO (Particle Swarm Optimization) algorithms. The treatments were analyzed
in relation to the metrics makespan, energy consumption, and fitness value. The experiments

were conducted in a simulated Fog Computing infrastructure developed in C++.

In Nath et al. (2019), the authors formulated the microservice placement problem as
a mathematical model of the Integer Linear Programming type. The objective was to analyze
the performance of the algorithm proposed by the authors, a Bayesian Optimization-based
reinforcement learning, against Best-Fit, First-Fit, and strategies called Foglets and mobility-
based. The algorithms were compared in terms of response time, memory utilization, CPU
utilization, bandwidth, and number of migrations of the microservices. The experiments were
conducted in a case study of Fog Computing simulated in iFogSim and in a real infrastructure

with Docker container and Raspberry Pi devices.

In Djemai et al. (2019) the authors aimed to minimize the energy consumption and
the application deadline violation of the placement of IoT services of real-time, streaming and
mission-critical applications in Fog Computing infrastructure. They proposed the optimization
of the service placement problem in Fog computing as a Constraint Satisfaction Problem. To
optimize, they proposed the Discrete Particles Swarm Optimization algorithm compared with the
Binary Particle Swarm optimization, Dicothomous Module Mapping algorithms, and placement
strategies called IoTFogOnly placement, IoT'Cloud placement and FogCloud placement. The
study was conducted using the iFogSim simulator. In the simulation, the authors considered only
five Fog Computing devices and four IoT devices making service requests. In addition, despite
using different types of IoT applications, the number of services for each application was only

three.

In Pallewatta, Kostakos e Buyya (2022) the researchers’ objective was to minimize the
metrics makespan violation, budget violation, computation resource usage and network resource
usage in the execution of microservice-based application placement in Fog Computing. For this,

the authors modeled the problem as a Lexicographic Multi-objective Combinatorial Optimization
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Problem. The authors proposed a placement algorithm based on the Set Comprehensive Learning
Particle Swarm Optimization (S-CLPSO) and evaluated the performance against algorithms from
the literature in an iFogSim simulation. The motivating study scenario was based on a Smart
Healthcare application for patient monitoring and a Smart City application for parking occupancy

detection. Both applications have only three microservices.

Regarding the applications of Intelligent Transportation Systems used for placement in
Fog Computing, the works found in the literature are related to accident prevention. In Donassolo
et al. (2019b) the authors study a Smart Light Traffic Application scenario. The problem is
formulated as an Integer Linear Programming (ILP) and solved with proposed algorithms based
on GRASP (Greedy Randomized Adaptive Search Procedures). In Eyckerman et al. (2020)
DRACO (Distributed Reconnaissance Ant Colony Optimization) is proposed for multi-objective
optimization of energy consumption, network usage and network latency metrics. The case study
described by the researchers was the monitoring of infrastructure cameras to detect dangerous
situations at road crossings. The application uses the combination of vehicle data with information
from road infrastructure sensors as data sources and returns an alert to the driver’s screen in
case of a safety risk. In Mseddi et al. (2019) the researchers implement the simulation of a
Smart Roadside System in a Fog infrastructure with real data from the circulation of vehicles
and pedestrians in the cities of Manhattan and Rome. In the work, the solution of the placement
problem was proposed considering the dynamicity of the Fog Computing platform. When running
the simulation, the authors consider a collision avoidance application that detects and tracks
vehicles and pedestrians so that it can prevent accidents, and another license plate recognition

application in real time.

Like the works Almurshed, Rana e Chard (2022), Donassolo et al. (2019b), Mouradian et
al. (2019), this study proposes the modeling of the Fog Service Placement Problem as a Constraint
Satisfaction Problem. Unlike studies found in the literature, which optimize a maximum of four
objective functions in weighted-sum form, this work minimizes five objective functions using the
euclidean distance strategy. Like the works Nezami et al. (2021), Santos et al. (2020a), this one
proposes the optimization of load-balancing, however, in this work the load-balancing of CPU,
memory and bandwidth utilization is considered. In addition to these, as well as Ghobaei-Arani
e Shahidinejad (2022), Yosuf et al. (2020), Hussain et al. (2020), Mehran, Kimovski e Prodan
(2019) the application service response time, makespan, and energy consumption metrics are
optimized. Of the latter, different from Yosuf et al. (2020), in this work, instead of considering
the sum of the total energy consumption of the devices, it is considered the sum of the difference
in the energy consumption of the devices added to the system with the placement of services. In
this way, it is possible to make a comparison of the additional energy consumption for different

numbers of nodes in the Fog.

As in the works of Djemai et al. (2019) and Pallewatta, Kostakos e Buyya (2022), this

one proposes the use of real-time and mission-critical IoT applications, however, differently, in
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this work an application with 10 services is used, in a topology with 10, 25, 50 and 100 Fog
nodes and 18 IoT nodes. Also, in this work Fog nodes with more restricted capacities are used.
Also, unlike the authors, who use robust devices, in this one Raspberry Pi models are used as Fog
nodes. As a case study, this work proposes to use two applications of Intelligent Transportation
Systems based on the work of Eyckerman et al. (2020), Mseddi et al. (2019), Donassolo et al.
(2019b), one for detection of heavy vehicles on the road to control intelligent traffic lights and

another to avoid collisions between vehicles, pedestrians and objects in transit.

In addition, this work proposes a Fog Computing and distributed systems simulator based
on queuing theory, called Kintoun. Finally, the R3GP (Rotation-Guided Greedy Genetic Particle)
algorithm is proposed, inspired by the strategies used in the Grover, Guided Local Search (GLS),

Greedy, Genetic Algorithm and Particle Swarm Optimization algorithms.

2.5 Considerations

The number of IoT devices connected to the Internet is growing rapidly and bringing IoT
applications that require Quality of Service metrics that IoT devices cannot handle themselves
because of their hardware constraints. Unfortunately, the Cloud Computing paradigm despite
useful and widely adopted in this context, also demands some concerns to execute these
applications due to its disadvantages, such as high response time and network congestion

tendency. Thus, the Fog Computing paradigm emerged to cover these drawbacks scenarios.

This investigation proposed a systematic mapping to reveals which models, metrics, tools,
and algorithms are addressed in the state-of-the-art of the literature. Overall, studies present an
Integer Linear Programming model of the Fog Service Placement Problem and optimize the

operational cost, response time, and energy consumption metrics.

In order to solve the FSPP mathematical model, the First-Fit, CPLEX, and Cloud-only
strategies are used as control groups in the experiments. Overall, new solutions are inspired in
the Genetic Algorithm and used as treatment groups. At last, the researchers use the iFogSim
simulator to create virtual Fog infrastructure environments to execute their experiments, such as

Smart Cities, Smart Healthcare, Intelligent Transportation Systems, or Smart Factories.

In regards to the treatments to validity, this study considers the search string a threat to the
construction validity because it probably did not reach some other works. The threat to internal
validity was the aggregation of the values to analyze the variables. The threat to external validity
was the usage of five research bases. Collecting works from more research bases helps to mitigate
this bias. Concerning the threat to conclusion validity, the number of works selected from the
literature and the statistical evaluation using correlations mitigate the bias in the conclusion of

the answer to questions.

As future works it is suggested a systematic review with meta-analysis to identify which
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algorithms have better performance regards to the operational cost, energy consumption, and
response time metrics. In addition, it is suggested to investigate which technologies could be
used to enable serverless computing in a fog computing landscape. Finally, a deep investigation
of the state-of-the-art of the literature to reveal the mathematical parameters, technologies, and

issues that are addressed when modeling mobility in fog computing environments.
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Conceptual Base

The objective of this chapter is to present the conceptual basis for Fog Computing and
Intelligent Transportation System. Furthermore, the basic concepts of the Kintoun simulator
and the R3GP algorithm, proposed in this work to solve the service placement problem in Fog

infrastructure, are described.

3.1 Fog Computing

Fog computing is a paradigm introduced by Cisco (BONOMI et al., 2012) that com-
plements the cloud computing using edge devices to mitigate the problems of high latency
and network usage, by bringing the processing power and intelligence close to IoT devices
(DESIKAN; KOTAGI; MURTHY, 2020).

In order to standardize the architecture to handle IoT applications, one of the most known
choices is the Service-Oriented Architecture (SOA). This is motivated by your popularity due
to similarity of IoT application service and applications designed for SOA. This architecture
includes the following layers: end devices (IoT devices), end devices abstraction (edge devices),
service management, service composition, and IoT applications (SANTOS et al., 2017), as can

be seen in Figure 8.

In the literature, related to IoT and fog computing, many works propose a multi-tier
architecture for this paradigm. The most common is the 3-tier architecture that is composed by:
device/group-of-device Tier, that includes the IoT devices; regional tier, that consist of the fog
computing elements; and global tier, containing the cloud computing services (MANOGARAN;
RAWAL, 2021; SANTOS et al., 2020b; TRAN et al., 2019). The 3-tier architecture based on the

works is shown in Figure 9.

Because it is a recent theme, fog computing has some different proposed definitions, but

one of the state-of-art standards known in the literature is the fog landscape concept. Proposed by
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Figure 8 — SOA standard.
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OpenFog consortium, fog landscape consists of a set of computational power resources organized
in an hierarchical structure that places and executes application services. The components of
a fog landscape are fog gateway, fog cell, fog computing node, fog controller, and fog colony
(SKARLAT et al., 2018).

Fog Colony

A fog colony is a group of fog cells and fog nodes sets, and only one fog control. It’s
the basic concept in a fog landscape, which is used as a dynamic distributed micro-data center
providing edge resources for IoT application requests deployments to serve IoT devices (TRAN
et al., 2019; SKARLAT et al., 2018).

Fog Cell

Fog cell is a software running in an edge device with power processing, network, and
storage resources constraints that manages IoT' devices such as sensors and actuators. Typically, a
set of fog cells forms a fog colony which only one of them (generally the cell with most resources)
is chosen to become the fog control node (VENTICINQUE; AMATO, 2019; PHAM-NGUYEN;
TRAN-MINH, 2019; SKARLAT et al., 2018).
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Fog Computing Node

A fog computing node is a fog cell with more features providing storage, processing, and
networking functionalities acting as access points to other fog cells. They are also considered
resources for placement, hosting services in the form of unikernels, containers, or virtual machines.
Some examples of fog nodes are gateways, switches, routers, firewalls, dedicated servers, etc
(YOUSEFPOUR et al., 2019; MAHMUD et al., 2019a; SKARLAT et al., 2018).

Fog Controller

The fog controller is the main component of the fog, it’s a node responsible for discovering
and managing other fog cells and nodes. Also, it is responsible for receives IoT application
requests, solves the service placement problem and deploys them. For each fog colony there is
only one fog controller (YOUSEFPOUR et al., 2019; SKARLAT et al., 2018).

Fog Gateway

A fog gateway is the first fog node which communicates directly to IoT devices such
as sensors and actuators. It is responsible for subscribing IoT devices in the fog colony. Some
examples of fog nodes are on-premise devices like modems, smartphones, and raspberry boards
(APAT et al., 2020; BARANWAL; YADAYV; VIDYARTHI, 2020; MAHMUD et al., 2019a).

3.2 Intelligent Transportation System

One of the most important fields of Smart City is Intelligent Transportation System (ITS)
(QIAQO, 2022). With the increase in the volume of vehicles traveling on city roads, there is a
need to equip vehicles and infrastructure with IoT devices with sensors and actuators to collect
information and make decisions about road traffic (HARVEY; KUMAR, 2020). Also known
as Smart Transport or Traffic Management System, ITS is an area that consists of applying
intelligent solutions to improve the mobility and safety conditions of urban roads for vehicles and
pedestrians (MARCOS et al., 2022; OMONIWA et al., 2018).

Among the main solutions are the monitoring and management of the traffic flow on the
roads, with the aim of reducing congestion and preventing traffic accidents. Smart traffic light,
for example, 1s an ITS application that aims to control the flow of urban roads and also prevent
accidents through the control of intelligent traffic lights (OMONIWA et al., 2018). Through a
real system IoT control system, sensors and cameras collect the volume of the road to be analyzed
with big data strategies and provide information that regulate the signaling of traffic lights in the
region (RABBY; ISLAM; IMON, 2019).

Other ITS applications include Smart Parking, an intelligent system that allows drivers
to reserve a parking area during the traveling and Smart Assistance, a system of cameras and

sensors spread across the road for automatic emergency activation in the detection of traffic
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accidents (RABBY; ISLAM; IMON, 2019).

One of the great challenges of ITS is managing traffic efficiently and with low energy
consumption, less time and high security. For this, one of the focuses is the collection of data in real
time. Multiple stationary sensors such as infrared, Radio Radio Frequency IDentification (RFID),
camera and accelerator, are installed along the roads and are identified as a Road Side Unit (RSU)
or belonging to the vehicle, called On Board Unit (OBU) (ROY; PATNAIK; DUTTA, 2021),
as shown in Figure 10. The architecture illustrated in Figure 10 represents a Vehicular Ad-hoc
NETwork (VANET) environment composed of three types of communications Vehicle-to-Vehicle
(V2V), Vehicle-to-Infrastructure (V2I) and Infrastructure-to-Infrastructure (I12I). In a VANET,
vehicles can obtain and share accurate information about road traffic, infrastructures can share
data with vehicles and other infrastructures in order to maintain urban mobility (LIANG et al.,
2020).

Figure 10 — VANET architecture.

RSU

Source: Author.

In V2V communication, vehicles communicate with other vehicles exchanging informa-
tion about their states and warning about traffic jams and possible dangers of accidents. The
exchange of information in this type of communication is fast for nearby vehicles, however, to
reach distant vehicles it is necessary to use V2I communication, due to the communication over-
head that exists in the jump between the vehicular devices. In V2I, vehicles transmit information
to nearby RSU infrastructures that are scattered on the roads. RSUs receive and retransmit data to
other vehicles, infrastructures or analyzes on ITS servers via I2I communication (CHATTERJEE
et al., 2022; ULLAH et al., 2019).
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In order to perform V2V, V2I and I12] communications there are wireless communication
protocols established in the literature. Some of them are IEEE 802.11 (Wi-Fi), IEEE 802.16
(WiMAX - Worldwide Interoperability for Microwave Access), IEEE 802.15.7 based on Visible
Light Communication (VLC), Long-Term Evolution Advance (LTE-A), 5G , Bluetooth, ZigBee
and satellite communication. These protocols were established with the aim of standardizing
VANET communication networks due to the relevance obtained in the academic world and in
government agencies (HUSSEIN et al., 2022).

Despite the relevance and advantages that VANETS present for I'TS, there are challenges in
the implementation of applications that require attention from researchers for improvements, such
as low latency requirements, communication scalability, high vehicles dynamism, data security
and privacy, failure detection and diagnostics, network resources scarcity, application scheduling,
infrastructure deployment costs, computational complexity, different Quality of Service (QoS)
requirements, and comprehensive Quality of Experience (QoE) modeling (HUSSEIN et al.,
2022).

3.3 Kintoun Simulator

Created in this work, Kintoun! is a resource simulation tool for Fog Computing and
distributed systems. Developed in Python 3, it is a continuous-time asynchronous simulator that
aims to study the service placement of IoT applications. It is a tool inspired by the YAFS (Lera;
Guerrero; Juiz, 2019) and iFogSim (GUPTA et al., 2017) simulators, however, unlike them,
Kintoun executes the services placed on a device using the Round-Robin strategy to be able to
process several services in a way close to the real thing. Furthermore, the proposed simulator is

validated based on M/M/1 queuing theory as presented in Chapter 5.

Kintoun simulator consists of three cores: Optimization core, Application core and
Infrastructure core. Optimization core contains frameworks for modeling the optimization
problem, Figure 11 presents the reduced model diagram. Application core contains frameworks
for customizing the services and applications that will be generated, Figure 12 shows the reduced
model diagram. Finally, Infrastructure core contains frameworks for customizing infrastructure

devices, Figure 13 shows the reduced model diagram.

In the optimization core there are the Component and Solution entities that represent the
modeling of the problem solution (see Figure 18). For example, in the Fog Service Placement
Problem, a Component can represent the tuple (service, node) that indicates the service placement
plan on a given node. The set of Component entities form a Solution. For example, the mapping
set (service, node) forms a solution of the service placement plan of an application in an
infrastructure of Fog nodes. In the core, we also have the OptimizationProblem entity, which

represents the optimization problem, for example, the Fog Service Placement Problem. An

' Available in: <https://github.com/jonathan-cunha/kintoun>
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OptimizationProblem contains one or many objective functions (ObjectiveFunction) and may
contain constraints (SolutionConstraint). If the optimization problem is combinatorial, as in
the case of FSPP, it may contain cost functions (CostFunction) and component constraints
(ComponentContraint). Finally, the optimization core has the representation of the algorithm
that will solve the optimization problem (OptimizationAlgorithm) and an entity for adjusting the

solution (Tweaker), if necessary.

Figure 11 — Kintoun optimization core module.

)
CostFunction OptimizationProblem ObjectiveFunction

ComponentConstraint SolutionConstraint
<-{OptimizationAlgorithm

Source: Author.
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The application core is represented by an Application entity that contains modules
(Module) and data flow between modules (DataFlow). A module can be of type Sensor, Actuator
or Service. Modules of type Sensor and Actuator represent a sensor and an actuator of the end
device or IoT, consequently, these modules only run on these types of devices. The Service
module, on the other hand, represents the services executed in the fog or cloud nodes, this module
is responsible for processing the data requested by the end devices layer devices. Finally, sending
data between modules is represented by the DataFlow entity that connects two modules, one of
origin (who sends the data) and one of destination (who receives the data). The set of Module
and DataFlow entities form a DAG (Directed Acyclic Graph).

Finally, the infrastructure core has entities that represent the devices, communication
links and the modeled infrastructure. In a Fog Colony infrastructure are Fog Gateway, Fog

Computing Node and Fog Controller devices. Extending across the entire Fog Landscape we
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Figure 12 — Kintoun application core module.

Application Core

Application ha DataFlow

send_data

[ Sensor } [ Service } [ Actuator }

Source: Author.

also have IoT devices and Cloud devices. All infrastructure devices are connected by a network

through Wired or Wireless links.

The main features of Kintoun are:

* Device customization: processing nodes, gateways, links, routers, and any other type;

¢ Customization of device models and features;

Customization of services and applications;

Network customization and distributed infrastructure;
» Customization of service placement optimization problem;

* Customization of algorithms for solving the placement problem:;

Customization and analysis of performance metrics.

3.4 R3GP - Rotation-Guided Greedy Genetic Particle

In this section, the functioning of the algorithm proposed for the calculation of the

placement plan in Fog Computing will be explained. Named Rotation-Guided Greedy Genetic
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Figure 13 — Kintoun infrastructure core module.
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Particle (R3GP), the proposed algorithm is based on (PLATEL; SCHLIEBS; KASABOV, 2008)
and in characteristics present in the Grover, Guided Local Search, Greedy, Genetic Algorithm

and Particle Swarm Optimization algorithms. The Algorithm 1 presents an overview of R3GP.

The general idea of the algorithm is to guide the current best solution from new components
(particles) with greater probability of success. For this, a temporary solution 7" loaded with new
particles based on the repellent pheromone is generated. In this way, the combination between
the new particles and the best solution is made to generate a new individual J and attract it
to S with the particles with the best global probability, if necessary. If the new individual J is
the best solution found, rotate the particles of J by +6 degrees to increase the probability of
being selected in the next iterations, otherwise rotate —6 to decrease the probability. Finally, the
individual S synchronizes with J to obtain the particles with the highest probability and updates
the pheromones of the particles of T and Best so that they are avoided in the next iterations.

The main element of R3GP is the Particle. The Particle is a data structure that represents
a component of the solution — a tuple (service, server), for example —, it stores information
about the quantum state of the component and the repulsion pheromone. Through the quantum
state it is possible to determine the probability of the component being accepted as part of the
final solution. The repulsion pheromone is a memory of the number of times the component

was used as part of a candidate solution, with it it is possible to determine the probability of the
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Data: Services, Nodes

Result: Best
1 P« |Services| X |[Nodes| matrix of particles
2 Particles pheromones of P initialization with value 1
3 Particles Superposition(P)

4 0 — arcsin(——)
VI|Nodes|

5 § «random solution

6 Evaluate fitness (S)

7 Best <« §;

8 while a stop condition is not satisfied do

9 T < PheromoneTournementSelection(P)

10 J «— AdjustedGreedyCrossover(7T', Best, P)
11 J « Attract(J, T, S, Best, P)

12 Evaluate fitness(J)

13 if Fitness(J) is better than Fitness(Best) then

14 Rotate(J, Best, 0)
15 Best «— J

16 else

17 | | Rotate(J, Best, -6)
18 end

19 S « Synchronize(S, J)

20 UpdatePheromones(7")

21 UpdatePheromones(Best)
22 end

Algorithm 1: Rotation-Guided Greedy Genetic Particle.

component being accepted as part of the current solution.

It is possible to apply a rotation and a synchronization operation to any Particle. Rotating a
Particle means changing its quantum state, consequently increasing or decreasing the probability
of the Particle being accepted as part of the final solution to the problem. Synchronizing a Particle
is the act of checking whether a particle has the largest current probabilistic amplitude and, if so,
adding it to a temporary solution that has the components most likely to be accepted as part of

the final solution.

In detail, regarding Algorithm 1, in line 1, the repulsion pheromones of P particles
are initialized with the value 1, to avoid division by zero. Inspired by Quantum Computing
algorithms, such as Grover’s algorithm, in line 2, the particles are placed in superposition of equal

probability. Algorithm 2 presents the superposition formulation. Basically, the vector of each

1 1
particle, initially in state |0) = [1, 0], is multiplied by the Hadamard matrix H = % [1 J ,

resulting in a new superposition vector called plus state given by |+) = % [11].

In line 9 of Algorithm 1, a temporary solution is selected with the best particles according

to the pheromones. The selection is made in a 2-by-2 tournament between particles that can



Chapter 3. Conceptual Base 53

Data: P
Result:
1 1
1
1 H « - [1 _1]

2 foreach particle p € P do

3 | |p) < Hlp)
4 end
Algorithm 2: Particles Superposition

compose the solution. Algorithm 3 presents this tournament. While the solution is not complete,
randomly, two particles are selected. Then a random draw of a number between 0 and 1 is done
with the random() function. If the drawn number is within the range of one of the particles,
the particle is selected to compose the solution. The higher the pheromone value, the lower
the chance of the particle being selected. This is a strategy based on the Guided-Local Search

algorithm, which also uses repulsion pheromones to be able to select new components.

Data: P

Result: T

while Temporary solution T not completed do
r=1|]

pl « random selection from P

p2 « random selection from P

R I S

Pheromone(pl)
Pheromone(pl)+Pheromone(p2)

()]

ro—

6 if r < random() then
7 | | AddpltoT

8 else

9 | Addp2toT

10 end
11 end

Algorithm 3: Pheromone Tournement Selection

In line 10 of Algorithm 1, a new solution is created based on a crossover between the
components of the temporary solution T and the best solution found so far (Best). Algorithm 4
presents the crossover steps. In lines 4 and 5, measurements of the probabilistic amplitudes of
the T and Best particles are made. The measurement is made using Algorithm 9. Then these
amplitudes are combined with the cost values of the components (particles) of T and B to generate
a new cost with adjusted values. This is also a technique inspired by the adjustments of the
GLS fitness function values. The greater the probabilistic amplitude, the greater the chance of
the component being chosen — depending on the cost of the component — to compose the new

solution. Whoever has the best cost adjustment will be chosen to compose the J solution.

In line 10 of Algorithm 1, the attraction function is used to correct possible repetitions of
the solution generated by the crossover. Algorithm 5 presents the solution correction. Basically,
if the solution J generated by the crossover is a repetition of the Best solution, then the solution

J is modified. If the global synchronization solution S is also equal to Best, then J is assumed
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Data: T, Best, P
Result: J
1 while New solution J not completed do

2 J=1]

3 foreach paired (t;, b;) € (T, Best) do
4 A; «— Measure(t;)

5 Ap «— Measure(b;)

p t:zdjusted cost (2 _ AI)COSZ‘(I‘,')
. b?djusted cost (2 _ Ab)COSl‘(b,‘)
" if tlgdjusted cost < b?djusted cost then
9 | AddtitoJ

10 else

1 | Add b;toJ

12 end

13 end

14 end

Algorithm 4: Adjusted Greedy Crossover

to be all particles from the temporary solution T generated by the pheromone tournament. If
the synchronization solution S is different from Best, then J assumes the attraction particles of
T for the particles of S that have the largest probabilistic amplitudes. Attraction is performed
using Algorithm 4. This attraction is based on the attraction process used by Particle Swarm
Optimization (PSO).

Data: J, T, S, Best, P
Result: J
1 if J = Best then

2 if S = Best then

3 ‘ J«T

4 else

5 ‘ J < AdjustedGreedyCrossover(7, S, P)
6 end

7 end

Algorithm 5: Attract

From lines 12 to 16 of Algorithm 1, a check is made whether the new solution J has
a better fitness value than the current Best solution. If J is better than Best, the probabilistic
amplitude of the particles are rotated +6 degrees toward J and —6 degrees away from Best, if
not the inverse of the rotation. Algorithm 6 presents the rotation mechanism. Based on Grover’s
algorithm and the work of (PLATEL; SCHLIEBS; KASABOV, 2008), the rotation of the particle
vector is done using a Rotation Matrix. The idea is to amplify the probabilistic amplitude of the

components of the best solution and decrease those of the losing solution.

Finally, from lines 18 to 20 of Algorithm 1, the synchronization of the particles with the

best probabilistic amplitudes between J and S, and the update of the pheromones of the particles
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Data: J, Best, 6
cos(0) —sin(0)

1R [sin(@) cos(0)

. cos(—60) —sin(-6)
2 Rinverse < [sin(—@) cos(—0)
3 foreach paired (j;, b;) € (J, Best) do
if j; # b; then
i) < Rlji)
|bl> A Rinverselbi>

end
end

X 9 a n B

Algorithm 6: Rotate

in T and in Best are performed. Synchronization is performed using Algorithm 7, which evaluates
the particles in J and § in pairs and updates S with the particles with the highest probabilistic
amplitude. The process of updating the pheromones is done by Algorithm 8, which simply adds
+1 to the current value of the pheromone. This addition aims to decrease the probability of the

particle being selected in a tournament.

Data: S, J
1 foreach paired (s;, j;) € (S,J) do
Ay «— Measure(s;)
A; «— Measure(j;)
if A; > A, then
| s i
end

N N A WN

end
Algorithm 7: Synchronize

Data: O
foreach particle p € Q do

‘ Pheromone(p) < Pheromone(p) + 1
end

W o =

Algorithm 8: Update Pheromones

Algorithm 9 shows how the probabilistic amplitude of a particle is measured. Before
measuring the amplitude, the Hadamard Matrix is applied to project the vector in a state where
the probability of the particle being in state |1) can be measured (lines 1 and 2), that is, the
probability of the particle being accepted as part of of a solution. After applying the matrix, the

amplitude is measured according to the square of the state coefficient value |1) (line 3).
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Data:
Result: A,

1 H e« L

V2 |1

2 |¢) — H|yY)
3 Ay — |¢1)?

!

Algorithm 9: Measure
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Problem Formulation

This chapter presents the formulation of the service placement problem in Fog Computing
infrastructure in the context of IoT applications. The mathematical model of the network topology,
devices and IoT applications, the optimization functions and the constraints that describe the
functioning of the system are introduced in Section 4.1. Finally, the representation of the

mathematical solution into computational data structure is explained in Section 4.2.

4.1 Fog Service Placement Problem

The service placement problem in Fog computing, also known as the Fog Service
Placement Problem, is defined in the formulation of the physical topology of devices, IoT

applications and optimization model.

4.1.1 Physical topology of devices

In this work, a Fog Computing infrastructure hierarchy divided into three layers is
considered. The first layer is formed by a set C of Cloud nodes. The second layer is composed
of a set F' of Fog nodes. The last layer is formed by a set T of IoT devices or end devices with
sensors and actuators. Let N = {C, F, T} be the set of all nodes of the layered infrastructure and
L be the set of all links connecting the nodes of NV, the physical topology of the fog infrastructure
is represented in the form of an undirected graph G;,,, = (N, L), where N represents the set of

vertices and L represents the set of edges.

Let n; € N, such thati € [0, |[N| — 1], be a Fog infrastructure device, it can be modeled
with the following characteristics:

Given a Fog infrastructure device n; € N, such thati € [0, |[N| — 1], we can model its

physical resources as follows:
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that i # j, represent any adjacent nodes n; and n; of N, we can model its physical resources this

way:

path connecting any two adjacent or non-adjacent nodes n; and n;, such that n;,n; € N, the

available bandwidth and the propagation time between these two nodes are given by:

. bwavailable

cput?'!: total CPU capacity in MIPS.
cpuzimge: CPU usage in MIPS.

available. total usage -
p tcpuy = cpuy,, " in MIPS.

cpu
mem;‘jml : total RAM capacity in MB.
memeage: RAM usage in MB.

available.

mem’

bw!?'!: total bandwidth capacity in Mbps.
bw,,. ““: bandwidth usage in Mbps.

bwavailable: pyytotal _ by, 398 in Mbps.

Pffi”e: power consumption of the device when not in use.

P power consumption of the device when it is being used at maximum capacity.

Given an infrastructure communication link Fog /;; € L, where 7, j € [0, |N| — 1], such

bw?lf’jtal: total bandwidth capacity in Mbps.

bw?_s_ag “: bandwidth usage in Mbps.
ij

pty;: propagation time in ms.

Given a link Iy € path;;, where path;; C L is the set of links representing the shortest

_ . available
pathyy = mm(bwlk )

total _
* ptp(ll‘]’l[j - Zptlk

usage -
mem!?' — mem,,;“*° in MB.
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4.1.2 IoT applications

An IoT application is composed of a set M of modules that can be executed in a distributed
way in different computing nodes. Also, it is composed by a set D of dataflows that represent the
flow of data between the modules. Given the restriction that there cannot be data flow cycles
between the modules of M, an IoT application is modeled in the form G, = (M, D), such that
Gapp 1s a Directed Acyclic Graph (DAG), where M represents the set of vertices and D the set of
directed edges of the graph. A DAG can be classified as sequential (Figure 14), parallel (Figure
15) or hybrid (Figure 16).

Figure 15 — Services in parallel.

Figure 14 — Services in sequence. s,
[ 8 ——f s ——sf s | > =

Figure 16 — Services in parallel and sequence.

Sy

Sa ——s S4

52

Source: Adapted from (PHAM-NGUYEN; TRAN-MINH, 2019)

A module is divided into three types: Sensor: module responsible for capturing data
from the environment. This module runs on data sources such as IoT devices or end devices.
Actuator: module responsible for executing an action on the environment. This module runs on
actuator devices such as IoT or end devices. Services: module responsible for processing data.
This module runs on Fog or Cloud nodes. Thus, a service s; € S, such that S C M, has resource

requirements that are modeled as follows:

°*c pugfq: required CPU capacity in Million Instructions (MI).

 memy, *: required RAM capacity in MB.

bwy, ?: required bandwidth capacity in Mbps.

delay(™: maximum service execution delay in ms.
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Regarding the data flow, let d;; € D be a data flow between any two adjacent modules m;
and m;, where 7, j € [0, |M]— 1], such thati # j, we can model the stream d;; with the following

information:
. datas” ¢: size of data sent from m; to m;.
* del aywm maximum communication delay between m; and m ;.

Finally, for any application a;, where i € [0, |A|—1], such that A is a set of [oT applications,
the maximum application execution delay is given by delay, . This definition is given due to
the delay in processing and communication that are related to the application request, waiting
time for the request in the Fog Controller queue, time to calculate the placement plan and time to

deploy the modules. Figure 17 shows the life-cycle of an application request.

4.1.3 Optimization model

This work models the Fog Service Placement Problem in the form of a constraint satis-
faction problem. The model considers five objective functions: makespan, energy consumption
gap, CPU load-balancing, memory load-balancing and bandwidth load-balancing. Furthermore,
functions are subject to CPU, memory, bandwidth, service deadline and application deadline
violations restrictions. Given the decision function X (i, j) in Eq. 4.1, the functions and constraints

are formulated below.

o I, if service s;is on node n;j,
X(i, j) = 4.1)
0, if not

Makespan

The makespan (MS) (Eq. 4.4) is described as the total processing time of the services

(t5"°) (Eq. 4.2) plus the total communication time (delay}y™) between the services (Eq. 4.3).

|S]-1|F|]-1 Cpureq
15 = X(z ]) : i (4.2)
IS|=1 |F|-1|F|-1 asize
— total
delaysy™ = Z Z Z X (@i, )X (i +1, k)( mllable priotal ) (4.3)
i=0 j=0 k=0 pathjk

MS = tproc +delayy™ 4.4)
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Energy consumption gap

The energy consumption gap of the Fog system (AE) (Eq. 4.7) is defined as sum of the
power consumption gap (AP;;) (Eq. 4.6) during the service processing time (/7 °) (Eq. 4.5) of
each device in the Fog. The A;; represents the CPU processing load of a node n; with a service
s;, in million instructions, and C; represents the CPU processing capacity of a node n; in one

second, in million instructions.

req
Cpus;
proc _ ;
tij - capacity usage 4.5)
(Ul ¢ pyese)

AP”_(Pmax_Pidle ﬁ (46)
LY nj n; Cj .
IS|-11F|-1

AE =" X(i,))APtl" @.7)
i=0 j=0

CPU load-balancing

balancing
F

over CPU capacity at each Fog node.

CPU load-balancing (cpu ) (Eq. 4.10) is defined as the variance of CPU utilization

usage S|-1 .. re
ulpad — cpu”j ¢ + (le:|0 X(l’])cpusiq)

cp bi Cpu;;zpacity (48)
1 |F|-1
load _ load
cpu ™t = 7l ; cpu; (4.9)
|F|-1
Cpubalancing — L Z (Cpulpad _ Cpuload)Z (4.10)
F |F| = J H )

Memory load-balancing

Memory load-balancing (mem?alancmg ) (Eq. 4.13) is defined as the variance of Memory

utilization over Memory capacity at each Fog node.

~ meijage + (Zl'.fg_l X(i, j)mem:,ieq)

load =
memf - capacity (4 1 1)
mem,y,
memﬁf“d = — Z mem'0*? (4.12)
[F] £ "
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|F|-1
; 1
memif’l“””"g = — Z (mem'°4d — memifad)z (4.13)
|F| = J

Bandwidth load-balancing

Bandwidth load-balancing (bwl;al“m"g ) (Eq. 4.16) is defined as the variance of bandwidth

utilization over bandwidth capacity at each Fog node.

by + (T2 X, )bwi?)
bwﬂ_oad - : l;;) acit - (4.14)
bwnjp y
|F|-1
1
load _ load
by = o Z_(; bw! (4.15)
. 1 |F]-1
bwialancmg _ m Z (bWi-oad _ bwiload)Z (4.16)
7=0

Constraints

The CPU (Eq. 4.17), memory (Eq. 4.18) and bandwidth (Eq. 4.19) constraints mean that
the sum of resource utilization cannot exceed the maximum capacity of the resource in a Fog
node. Likewise, the restriction service deadline violation (Eq. 4.20) means that the execution

time of a service cannot exceed the specified delay.

1S|-1
2 X epu? < epuiy Pl Vj e [0,|F| - 1] (4.17)
i=0
1S]-1
Z X (i, jymem ! < memf e v j € [0, |F| - 1] (4.18)
i=0
IS|-1
Z X (i, j)bwis? < bwaralable v e [0,|F| - 1] (4.19)
i=0
[S]-1 .. req
o X, )epug,
=0 S .
: e il < delay{,Vj € [0,|F| - 1] (4.20)
a

J
Mathematical model
With the specified functions and constraints, the Fog Service Placement Problem is

defined as the placement of application services from a set A in Fog nodes or Cloud, while

minimizing the Euclidean distance of the objective functions (Eq. 4.22) subject to the constraint
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conditions of the infrastructure. Mathematical description follows below. Given the objective

functions:

fl . MS, f2 . AE, f3 . cpu;alancing’ f4 . mem?alancing’ fS . bwl;alancing (4.21)

The optimization model of the Fog Service Placement Problem is given by:

Minimize : \[f2+ f2 + f2 + f2 + 2 (4.22)
subject to the constraints 4.17, 4.18, 4.19, 4.20.

The range of output values of each objective function is [0, +00), therefore, the range of

output values of the minimization function is also [0, +c0).

4.2 Computational representation of a solution

In order to enable heuristic and metaheuristic algorithms solving the optimization problem
of Eq. 4.22, it is necessary to model the representation of the solution. In this work, based on
(NATESHA; GUDDETI, 2021), the solution is modeled in the form of a vector of components.
Each array position represents a single service module of the requested application. The array
size is equal to the number of services. Each component represents a pair (service, node) = (S;,
F;), where the node is a fog device and can be repeated for more than one service. Figure 18
presents an example of a S; service placement planning solution for an App application in an
infrastructure of Fog Computing Nodes Fj.

Figure 18 — Solution representation.

Vector solution representation:

Fo Fo 2 F Fs
So 51 So S3 Sy

Source: Author.
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Kintoun Simulator Validation

The purpose of this chapter is to explain the method used to validate the Kintoun simulator.
Section 5.1 presents an overview of the methodology for conducting the validation experiment.
Section 5.2 shows the experimental planning with a detailed description of context selection,
dependent and independent variables, hypotheses formulation, step-by-step of the experimental
design and the devices and tools used as instruments for the execution of the experiment. Section
5.3 presents the details of how the experiment was carried out. Results and statistical analyzes of
the data are presented in Section 5.4. Finally, the conclusion about the validity of the simulator

based on queuing theory is presented in Section 5.5.

5.1 Methodology

The methodology used to validate the Kintoun simulator, created in this work, is based
on an explanatory research, which addresses the modeling of the Fog Controller as an M/M/1
queue server, with infinite buffer, which queues IoT application request messages, as described
in (HUSSAIN et al., 2020; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020). In this
study, an in silico experiment was conducted to evaluate the performance of the system related to
the Fog Controller queue. The system was stressed using requests from a synthetic application.

Results were collected and analyzed using statistical methods.

The experiment simulated a star topology, as shown in Figure 19. The infrastructure is
composed of an IoT device that performs the application requests, a Fog Controller that receives
the request messages and performs the calculation of the application services placement plan, a
Fog Computing Node that executes the application services and a Fog Gateway that forwards
network packet traffic. Application requests were made following an exponential distribution
(SHAIK; BASKIYAR, 2022; BARANWAL; VIDYARTHI, 2022; LLORENS-CARRODEGUAS
et al., 2021; RAHBARI; NICKRAY, 2020; HUSSAIN et al., 2020; KHARE et al., 2018). As a
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performance metric, the number of messages waiting in the Fog Controller buffer was collected.
The metric collection interval was 1 second, measuring throughout 1 hour, that is, a total of 3600

samples were collected for each utility value of the M/M/1 queue flow rate.

Figure 19 — Simulator validation experiment topology.
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o

o [0 ¥ ]
o -

-

o

=

o

=]

=

L

Source: Author.

Before running the experiments, it was necessary to prepare and provision the components
of the Fog architecture, the synthetic application service, the coding of the Fog Service Placement
Problem and the placement algorithm. The topology of the Fog infrastructure prepared in the
simulator was based on a star network. The script for executing the experimental steps was
implemented according to the experimental design organized according to the Goal Question
Metric (GQM) approach proposed by (BASILI; CALDIERA; ROMBACH, 1994) and described

in subsection 6.2.2.

Finally, after running the experiments, using the one sample Student’s t-test, the results
obtained from running the simulator were compared with the theoretical utility values of queuing
theory for M/M/1 queue with infinite buffer (JAIN, 1991).

5.2 Experimental Planning

5.2.1 Objective Definition

The objective of the experiment was formally defined using the GQM method, proposed
by (BASILI; CALDIERA; ROMBACH, 1994), as follows: analyze the utility distribution; for the
purpose of evaluate the Fog simulator tool in contrast to the M/M/1 queue theory; concerning
the queue size metric; from the point of view of research scientists, network architects, network
engineers, IoT developers, and smart city companies; in the context of the Fog Service Placement

Problem.
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5.2.2 Planning

Context Selection

Based on (NATESHA; GUDDETI, 2021; AYOUBI; RAMEZANPOUR; KHORSAND,
2021; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020), this study consider the experi-
ment context as a simulation scenario. The experiments were carried out using a synthetic IoT

application requests for placement of the services in the Fog Computing Node.

Independent Variables

The independent variables of the experiment were the IoT application requests rate and

the Fog Controller placement plan calculation rate.

Dependent Variables

The dependent variables of the experiment was the Fog Controller buffer size.

Hypothesis Formulation

Adopting the GQM method, the following research question was designed to fully cover

the objectives of the work:
1. Does the fog simulator tool obey the M/M/1 queue theory?

In order to evaluate the question, the Fog Controller buffer size was used to compare with
the theorical M/M/1 queue value. Thus, with the objective and metric defined, the following
hypothesis were formulated:

Hj: the simulator system queue mean size confidence interval of the utility contains the

theorical M/M/1 queue distribution value.

H,: the simulator system queue mean size confidence interval of the utility does not

contains the theorical M/M/1 queue distribution value.

Formally, the hypothesis can be described as:

Ho : Usimuiator(queue size) = ,utheory(queue size)
Hy @ Wsimulator(queue size) # ,utheory(queue size)

Object Selection

Since it is impossible to collect the entire population of the data metric monitored in
the experiment, for the hypotheses evaluation were collected samples that represent it. Thus, to

reach this, in this work, for each utility value the fog buffer size metric was collected n4mpies
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times, where n4mp10s = 3600. The first 600 samples were discarded, because is the interval of
the transient of the system, i. e., the time the system is reaching the stead state. This was adopted
for the possibility of a normal distribution assumption of the data according to the Central Limit
theorem (KWAK; KIM, 2017).

Experimental Design

The following high-level steps for experimenting were performed for each queue utility

value:
1. The IoT device sends an IoT application request to the Fog Controller queue every
requestinervqr time with interval following a random exponential distribution.
2. For each random exponential server;y.ryq; distribution, Fog Controller reads the queue;

3. The Fog Controller sends the requested IoT application service to the Fog Computing Node

for placement;
4. Collect the Fog Controller queue size metric every 1 second for 3600 seconds;
5. Discard the first 600 seconds (the transient state);

6. Apply appropriate statistical tests to analyze all hypotheses.

Instrumentation

For experimental setup, the following software were used: Python 3.10 with pandas 1.5.0,
numpy 1.24.0, networkx 3.0, and matplotlib 3.7.0 libraries, and Ubuntu 22.04 LTS operating
system. Furthermore, the following hardware setup was employed: Intel dual core x86_64
processor with 3.1 GHz clock, 4 GB of RAM, and 1 TB of HDD.

5.3 Experimental Operation

5.3.1 Preparation

In this step the fog computing components and the experimental script was coded using

the software specified in Instrumentation topic.

5.3.2 Execution

The experiment was carried out as planned in 5.2.2. The Ubuntu was used in the

experiments without the Graphical User Interface (GUI) started, only via teletypewriter
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(TTY). The infrastructure was simulated according to Figure 19. The application request
followed an exponential distribution with an interval of X requests per second, where X €
{1,2,3,4,5,6,7,8,8.5,9,9.3,9.5,9.7,9.9}. The placement algorithm used was a static place-
ment strategy, always calculating the placement of the service in the single processing Fog
node, however, with the calculation simulating a placement planning time following an expo-
nential distribution of 10 requests served per second. Thus, the queue utility values tested were
0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.85, 0.9, 0.93, 0.95, 0.97, and 0.99.

5.4 Results and Discussion

In order to validate the simulator, given that the data must be compared with the theoretical
value of queuing theory, the Student’s t-test for one sample was applied to validate the hypotheses
formulated in 6.2.2 for a two-tailed normal distribution with 95% reliable. Thus, two analyzes
were performed. The first was an individual analysis of queue utility values. In this analysis, given
the sample size (3000 samples for each utility value) and invoking the Central Limit theorem, it
was assumed that the data follow a normal distribution for the buffer size metric. The second
analysis was performed to determine whether, overall, the simulation data follow the theoretical
exponential distribution of M/M/1 queues. In this analysis, for each utility value, the average of
the samples was subtracted from the theoretical value of the queue size (Eq. 5.1) and then the

t-test was applied.
dif f(utility) = psampie(utility) — theory(utility) (5.1)

In the individual analysis of the utilities, Figures 21 and 22 show that, visually, the
simulator produced data similar to the theoretical exponential distribution, except for the utility
value equal to 0.99. This exception means that the simulator has exceeded the stability limit of
the exponential curve and has become unstable, as shown in Figure 20. Statistically, the p-values
of Table 8 show that for the utility value 0.99 the null hypothesis is completely rejected, that is,
the simulator cannot produce representative data for the theoretical value equal to 0.99. The table
also shows rejection for the utility values 0.8 and 0.925, however, as seen in Figures 21 and 22,
the values are very close to the theoretical value. The mean experimental value of utility 0.8 was
approximately 3.46, while the theoretical value is 3.42, i.e., a relative difference of +8% from the
theoretical value. As for the average experimental value of utility 0.925, it was approximately
10.34, while the theoretical value is approximately 11.41, that is, a relative difference of -9%

from the theoretical value. Considering a relative error of +10%, the values are acceptable.

In the general analysis of the utilities, the application of the Student’s t-test in the
subtraction of the average of the utilities by the theoretical value resulted in the p-value ~ 0.340
with all the utility values and in the p-value = 0.49 without the utility value of 0.99. Student’s
t-test was robust enough to validate that there is no rejection of the null hypothesis, which

indicates that the simulator can, statistically, produce data following the theoretical exponential
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Figure 20 — Fog Controller buffer size.
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Table 8 — Utility p-value.

Utility | p-value

0.1 0.706

0.2 0.101

0.3 0.345

0.4 0.647

0.5 0.030

0.6 0.810

0.7 0.541

0.8 4.859 x 107
0.85 [0.219

0.9 0.589

0.925 [3.396x 10710
0.95 |0.745

0.975 | 0.622

0.99 | 0.000

Source: Author.
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distribution of M/M/1 queues. However, it is considered that the simulator follows the theoretical

distribution up to the utility value of 0.97.

5.5 Conclusion

According to the analysis of the results of the experiment, the following research question
can be answered. Does the fog simulation tool obey the M/M/1 queuing theory? Yes, according to
the one sample student’s t-tests, it was validated that the simulator can produce data following the
theoretical exponential distribution of M/M/1 queue for utility values up to 0.97. Thus, studies
that conduct experiments in the Kintoun simulator must guarantee utility values less than 0.97,

however, this characteristic does not prohibit or limit its use.
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R3GP Validation

In this chapter, the method used to evaluate the placement algorithms in a case study
of Intelligent Transportation Systems is described. Section 6.1 presents an overview of the
methodology for conducting the validation experiment. Section 6.2 shows the experimental
planning with a detailed description of context selection, dependent and independent variables,
hypotheses formulation, step-by-step of the experimental design and the devices and tools used
as instruments for the execution of the experiment. Section 6.3 presents the details of how the
experiment was carried out. Results and statistical analyzes of the data are presented in Section

6.4. Finally, the conclusion about the performance of the algorithms is presented in Section 6.5.

6.1 Methodology

The methodology of this work is based on an explanatory research, in which the
optimization of a Fog Service Placement Problem (SKARLAT et al., 2017a; SKARLAT et al.,
2017b) modeled as a Constraint Satisfaction Problem is addressed. Experimental evaluations
of the performance of heuristic and meta-heuristic algorithms were performed in solving the
placement problem to run IoT applications over a three-layered Fog Computing infrastructure,
similar to what was done in (NATESHA; GUDDETI, 2021; AYOUBI; RAMEZANPOUR;
KHORSAND, 2021; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020). In this study,
an in silico experiment was conducted using a mission-critical IoT application for use in the field

of Intelligent Transportation Systems.

Before defining the optimization algorithms used in the experiments described in this
work, a pre-analysis of the algorithms used in the literature was performed. The criteria for
choosing the algorithms were their performance in preliminary tests for solving the placement
problem and also their representativeness in the literature. Modifications of the algorithms for

solving the multiobjective problem with Pareto frontier were also tested, however, due to the
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time criticality of the case study, the optimization algorithms with resolution via Pareto frontier
were disregarded. These were some of the preliminary tested optimization algorithms: Simulated
Annealing, Tabu-search, Bayesian Optimization Algorithm, Elitism-based Genetic Algorithm,
NSGA-II, Greedy and Random. Finally, regarding the Genetic Algorithm crossover, the One-point
Crossover strategy was tested, however, it did not achieve better performance than a Multi-point

Crossover using the Greedy strategy.

Before running the validation experiment with the selected optimization algorithms, it
was necessary to prepare and provision the components of the Fog architecture, the IoT services
and application, the FSPP coding and the optimization algorithms. The topology of the prepared
Fog infrastructure was based on a Barabasi network, as in (NEZAMI et al., 2021; BROGI et al.,
2019; LERA; GUERRERO; JUIZ, 2018). The scripts for the execution of the experimental steps
were implemented as described in the topic Experimental Design in 6.2. Thus, the experiments
were organized according to the Goal Question Metric (GQM) approach proposed by (BASILI;
CALDIERA; ROMBACH, 1994).

Finally, after carrying out the experiments, statistical tests were applied to the data of
the results obtained for the analysis of each metric in order to compare the treatments and then
evaluate the formulated hypotheses. The Data Validation topic in 6.4.1 explains what types of

tests were used.

6.2 Experimental Planning

6.2.1 Objective Definition

The objective of the experiment was formally defined using the GQM method, proposed
by (BASILI; CALDIERA; ROMBACH, 1994), as follows: analyze the proposed optimization
algorithm for the Fog Service Placement Problem; for the purpose of evaluate the performance
against the e-Greedy, Guided Local Search, Genetic Algorithm, Hill Climbing, and First-Fit
Decreasing (NATESHA; GUDDETI, 2021; NEZAMI et al., 2021; EYCKERMAN et al., 2020;
LUKE, 2013); concerning euclidean distance of the CPU load-balancing, memory load-balancing,
bandwidth load-balancing, makespan, and energy consumption gap (NEZAMI et al., 2021;
YOSUF et al., 2020; DJEMAI et al., 2019); from the point of view of network architects, network
engineers, [oT developers, ITS companies, and smart city companies; in the context of Fog IoT

applications.

6.2.2 Planning

Context Selection

Based on (NATESHA; GUDDETI, 2021; AYOUBI; RAMEZANPOUR; KHORSAND,
2021; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020), in this chapter, this study
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proposes a simulation experiment scenario. The experiment carried out using a synthetic IoT
application request for placement of services in the fog computing layer. The application is a
collision avoidance detection in Intelligent Transportation Systems as in (EYCKERMAN et al.,
2020; MSEDDI et al., 2019; DONASSOLO et al., 2019b)

Independent Variables

The independent variables of the experiment were the number of IoT application services,

the number of nodes, the resource configuration of the nodes, the network topology.

Dependent Variables

The dependent variables of the experiment were the placement planning time, the speed
convergence, the objective function values makespan, energy consumption, CPU utilization
load-balancing, memory utilization load-balancing, and bandwidth utilization load-balancing,

and the euclidean distance of this objective functions.

Hypothesis Formulation

Adopting the GQM method, the following research questions were designed to fully cover

the objectives of the work:

1. Does the proposed optimization algorithm calculate the best placement plan than those

found in the literature?

2. Does the proposed optimization algorithm calculate the best placement plan faster than

those found in the literature?

3. Does the proposed optimization algorithm calculate the best placement plan in less steps

than those found in the literature?

In order to evaluate these questions were used the metrics described in the Dependent Variables
topic. The question 1 was evaluated using the objective values and the euclidean distance. The
question 2 was evaluated using the placement planning time. The question 3 was evaluated using
the speed convergence. Thus, with the objectives and metrics defined, the following hypotheses

were formulated:
Hy: all treatments have the same average value for the evaluated metric.
H: any treatment has a different average value for the evaluated metric.

Formally, the hypotheses can be described as:

Hy : M;(metric) = Mj(metric), i # j | i,j € Treatments
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Hi: Mi(metric) # Mj(metric), i # j | i,j € Treatments

Object Selection

Since it is impossible to collect the entire population of the data monitored in the
experiments, in this work, for 71,,,4s = 500, it was collected n54/npies = 50 per round, i. e., a total

of 25000 samples for each treatment. This was adopted in order to get statistical significance.
Experimental Design

The following high-level steps were performed 25000 times for each treatment running
in a Fog Controller:
1. Synthesize IoT application to the Fog Controller;
2. Create synthetic IoT application for the Fog Controller;

3. Execute the treatment (algorithm) in the Fog Controller to place the IoT application services

requested;

a) The Fog Controller automatically places the services in the chosen fog compute nodes

or in the cloud;
4. Collect performance metrics of the treatment execution for analysis;
a) The performance metrics are specified in Dependent Variables topic.
5. After collect performance metrics 25000 times, apply appropriate statistical tests to analyze

all hypotheses.

Instrumentation

For experimental setup, the following software were used: Python 3.10 with pandas
1.5.0, numpy 1.23.5, and matplotlib 3.6.2 libraries, and Ubuntu 22.04 LTS operating system.
Furthermore, the following hardware setup was employed: Intel dual core x86_64 processor with
3.1 GHz clock, 8 GB of RAM, and 1 TB of HDD.

6.3 Experimental Operation

6.3.1 Preparation

In this step the simulation environment was configured. The host machine was equiped
with the simulator tool implemented in Python 3.10. Before execution and evaluation of the

multi-objective optimization algorithms, 50 rounds were executed to discover the best parameter
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for each algorithm, for 25, 50, and 100 fog computing nodes. The search space of the parameters
explored is presented in Table 9. The First-Fit Decreasing and the proposed algorithm do not

need parameters.

Table 9 — Hyper-parameter search space.

Algorithm Parameter Set of values

e-Greedy € {0.02, 0.04, 0.06, 0.08, 0.1, 0.2, 0.3, 0.4, 0.5}
population size {6, 10, 20, 30, 40, 50, 100}

Genetic Algorithm crossover tweaker {Greedy}
mutation tweaker {Bounded Uniform Convolution}

mutation probability | {0.02, 0.04, 0.06, 0.08, 0.1, 0.2, 0.3, 0.4, 0.5}
tweak probability {0.02, 0.04, 0.06, 0.08, 0.1, 0.2, 0.3, 0.4, 0.5}

Guided Local Search restart time {6, 10, 20, 30, 40, 50, 100}
beta {0.1}
tweaker {Bounded Uniform Convolution}
. . tweak probability {0.02, 0.04, 0.06, 0.08, 0.1, 0.2, 0.3, 0.4, 0.5}
Hill Climbing tweaker {Bounded Uniform Convolution}

Source: Author.

In order to find the hyper-parameter of each algorithm, the follow steps were applied 50 times:

1. Create the combination of the sets of all parameters for each algorithm;
2. Synthesize IoT application services to the Placement Algorithm;
3. Execute the algorithm to calculate the placement plan;

4. Execute the First-Fit Decreasing to calculate the placement plan to compare the results as a

reference point;

5. Collect execution time and euclidean distance performance metrics of the algorithm

execution for analysis;

6. Choose the hyper-parameter using the following sequence:

a) Choose the parameters that calculate the placement plan in less than 300 milliseconds.

This value is based on the case study scenario presented in section 7.1;

b) Choose the best parameter that, in average, compared with First-Fit Decreasing,

calculates the minimum euclidean distance.

In order to perform the hyper-parameter search and the experiment, it was used the
configurations of the fog computing nodes and application service presented in Table 10. The
configurations are based on the real hardware specifications and (NIKOUI et al., 2020; MAHMUD
et al., 2019b).
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Table 10 — Services and nodes configurations.

Fog computing nodes configuration

Hardware model based | Raspberry Pi A+

CPU capacity 225.9 MIPS

Memory capacity 512 MB

Power idle 1.2W

Power maximum 54W

CPU usage Random between [0%, 80%]
Memory usage Random between [0%, 80%]

Network li

nks configuration

Communication latency

Random between [5 ms, 10 ms]

Bandwidth capacity

58.8 Mbps

Bandwidth usage

Random between [0%, 80%]

Application configuration
Number of services 10
Total deadline time 600 ms

Service configuration

CPU requirement 1 MI
Memory requirement 256 KB
Bandwidth requirement | 1 Mbps
Input data size 10 KB
Output data size 10 KB
Deadline time 30 ms

Source: Author.

Figure 23 — Hyper-parameter and validation experiment topology.

Fog layer

End layer

Source: Author.
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The topology of the hyper-parameter and the validation experiment is presented in Figure 23.

In order to execute and evaluate the multi-objective optimization algorithms, the hyper-

parameters found are presented in Table 11. The B. U. C. abbreviation means Bounded Uniform

Convolution.
Table 11 — Hyper-parameters.
Algorithm Parameter 25 nodes | 50 nodes | 100 nodes
e-Greedy € 0.06 0.04 0.06
population size 6 6 6
. . crossover tweaker Greedy Greedy Greedy
Genetic Algorithm = fion tweaker | B.UC. | B.UC. | B.UC.
mutation probability | 0.2 0.2 0.1
tweak probability 0.2 0.2 0.2
. restart time 30 50 40
Guided Local Search beta 01 01 01
tweaker B.U.C. B.U.C. B.U.C.
. N tweaker probability | 0.3 0.1 0.3
Hill Climbing tweaker BUC. |BUC. |BUC

Source: Author.

6.3.2 Execution

Using the hyper-parameters of the Table 11, the steps specified in Experimental Design
topic in 6.2.2 were performed as described. The Ubuntu was used in the experiments without the
Graphical User Interface (GUI) started, only via teletypewriter (TTY). The metrics collected
were speed convergence, placement planning time, objective values (makespan, energy consump-
tion, CPU consumption load-balancing, memory consumption load-balancing, and bandwidth
consumption load-balancing) and euclidean distance of the objective values. The next subsection

describes how these data were analyzed.

6.4 Results and Discussion

This section presents results of the validation of the algorithms shown in this chapter.
It presents analysis of the results in order to validate the hypothesis and answer the research
question formulated in subsection 6.2.2. The subsection 6.4.2 shows the values of each objective
function defined to calculate the placement plan and also the euclidean distance of this results
in order to evaluate the best placement plan. Subsection 6.4.3 reveals the time taken by the
algorithms to calculate the placement plan. And, the subsection 6.4.4 shows how many steps the
algorithms try to calculate its best placement plan. In order to compare the treatments, all the

results are normalized with respect to the First-Fit Decreasing executions.
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6.4.1 Data Validation

In order to validate the data and evaluate the hypotheses, the following statistical tests were
used: Kolmogorov-Smirnov (KS) test, to check the normality of the data; if data is normal, apply
the Bartllet test, otherwise, the Levene to test the homoscedasticity of the data; if homoscedastic
data, it was used ANOVA test, to compare the mean values of the metrics obtained of all
treatments. If heteroskedastic data, it was used Kruskal-Wallis test, to compare the median values
of the metrics obtained of all treatments. At last, was used the Tukey’s post hoc test to ranking
the treatments after ANOVA test, and the Dunn’s post hoc test to ranking the treatments after
Kruskal-Wallis test.

6.4.2 Objective values results

Makespan

Figure 24 presents the mean distribution of the samples collected from the makespan
metric. Outliers were removed and replaced by the mean of the data without outliers. Then, the
Kolmogorov-Smirnov normality test was applied. The p-values of the test show that the data
follow a normal distribution. Thus, Bartlett’s test was applied to verify the homoscedasticity
of the samples. The homoscedasticity test indicate that the variance of the treatment data is
heterogeneous. Therefore, the hypotheses related to the makespan of the objective functions can

be formulated in the following mathematical way:
Hy: M;(makespan) = Mj(makespan), i # j | i,j € Treatments
Hy: M;(makespan) # M;(makespan), i # j | i, j € Treatments

In order to evaluate these hypotheses, the Kruskal-Wallis test was applied. As a result, the
calculated p-values for all scenarios (25, 50 and 100 nodes) were less than 0.025, that is, the null
hypothesis HO was rejected. Thus, there is a difference between the medians of the treatment

samples.

Given the difference between medians, Dunn’s test was applied to rank treatments. Table
12 shows the ranking of algorithms according to the median of the makespan metric. In addition,

Figure 25 shows the graph of the means with a 95% confidence interval for the treatment data.

According to the p-value of Table 12, there is no difference between the medians of
e-Greedy and the proposed algorithm (R3GP) in all scenarios. There is no difference between
Hill Climbing (HC) and Guided Local Search (GLS) medians in all scenarios. In the 100-node
scenario there is no difference between Hill Climbing (HC), Genetic Algorithm (GA) and Guided

Local Search.

While the GA, GLS, HC and FFD tend to worsen the median minimization of the

makespan value of the objective functions, the R3GP and e-Greedy algorithms tend to improve
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Figure 24 — Average distribution of the makespan.

0.30
W 0.25
o
[
o — —
0 —_—
£ o020 -1 ;
© i | [ | L
= 1 : ‘ ‘ ==
L ] —_ —— -1
0.15 B 1
FFD R3GP e-Greedy GA GLS HC
25 nodes
0.30 —
% 025
c
©
2 —
2 —
£ o020 -1 == = .
e} I ] I ] L
= f | [ ] i 1 I
0.15 — = —
FFD R3GP e-Greedy GA GLS HC
50 nodes
0.30
w 0.25
c
©
o
2 1 —_ -0
£ 0.20 -
] E 1 [ ] E
= 1 1T [ —
] 1 1
0.15 ——
FFD R3GP e-Greedy GA GLS HC
100 nodes

Source: Author.

Figure 25 — Average mean of the makespan.
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Table 12 — Makespan ranking.

25 nodes
Rank | Algorithm | Median p-value
st e-Greedy | 0.194810
! R3GP 0.195688 0.5169
3rd GA 0.205550 < 0.0250
GLS 0.211501
th
4 HC 0.212301 0.4095
6" FFD 0.232309 < 0.0250
50 nodes
Rank | Algorithm | Median p-value
o | €-Greedy | 0.194558
I R3GP | 0.195166 0.7862
3rd GA 0.207755 < 0.0250
4th GLS 0.213122
5th HC 0.215173 0.055 0.0580
6" FFD 0.232343 '
100 nodes
Rank | Algorithm | Median p-value
R3GP 0.193406
st
1 e-Greedy | 0.194181 0.5328
GA 0.211830 0.3961
3rd GLS 0.213379 | 0.5328
HC 0.214221 0.3961
6" FFD 0.233494 < 0.0250

Source: Author.

with the increase in the number of nodes. This improvement is a relevant behavior due to the

lower latency feature of Fog Computing service

Energy consumption gap

Figure 26 shows the mean distribution of the samples collected from the energy con-
sumption metric. Outliers were removed and replaced by the mean of the data without outliers.
Then, the Kolmogorov-Smirnov normality test was applied. The p-values of the test show that the
data follow a normal distribution, except for the FFD. Thus, Levene’s test was applied to verify
the homoscedasticity of the samples. The p-values indicate that the variance of the treatment data
is heterogeneous. Therefore, the hypotheses related to energy consumption can be formulated in

the following mathematical way:
Hy : M;(energy consumption) = M;(energy consumption), i # j | i, j € Treatments

Hi: M;(energy consumption) # M;(energy consumption), i # j | i,j € Treatments
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In order to evaluate this hypothesis, the Kruskal-Wallis test was applied. As a result, the calculated
p-values for all scenarios (25, 50 and 100 nodes) were less than 0.025, that is, the null hypothesis

HO was rejected. Thus, there is a difference between the medians of the treatment samples.

Figure 26 — Average distribution of the energy consumption.
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Given the difference between medians, Dunn’s test was applied to rank treatments. Table
13 shows the ranking of algorithms according to the median of the energy consumption metric.
In addition, Figure 27 shows the graph of the means with a 95% confidence interval for the

treatment data.

According to the p-value of Table 13, there is no difference between the R3GP and
e-Greedy medians in the 25 and 50 node scenarios. In the scenario of 100 nodes, there is a
difference, making R3GP the best algorithm in minimizing energy consumption. The R3GP
median differences for second and third place are 12.79% and 127.46%, respectively. Furthermore,
R3GP is the only one to show a downward trend as the number of nodes increases. This feature

makes the proposed algorithm potentially more suitable for Green Computing.

CPU utilization load-balancing

Figure 28 presents the mean distribution of the samples collected from the CPU load-
balancing metric. Outliers were removed and replaced by the mean of the data without outliers.

Then, the Kolmogorov-Smirnov normality test was applied and the p-values shown the data
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Figure 27 — Average mean of the energy consumption.

Energy consumption gap [4)]

Table 13 — Energy consumption ranking.

25 nodes
Rank | Algorithm | Median | p-value
R3GP 0.006788
st
! e-Greedy | 0.007049 10000
3rd FFD 0.012528
47 GA 0013579 | < 0:0250
GLS 0.016849
th
> Aac  [ooi7030 | 0000
50 nodes
Rank | Algorithm | Median | p-value
R3GP 0.006250
st
! €-Greedy | 0.006527 0.7291
3d FFD 0.011245
47 GA 0013602 | < 00250
GLS 0.016895
th
> HC 0.017171 0.8128
100 nodes
Rank | Algorithm | Median | p-value
1% R3GP 0.005895
2d | e-Greedy | 0.006649
37d FFD | 0013400 | < 00250
41h GA 0.014680
HC 0.016720
th
> GLS 0.016870 0.8652

Source: Author.
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follow a normal distribution. Thus, Bartlett’s test was applied to verify the homoscedasticity of
the samples. The p-values of the Barlett’s test indicate that the variance of the treatment data is
homogeneous. Therefore, the assumptions related to CPU load-balancing can be formulated in

the following mathematical way:

Hy : pi(CPUoad—patancing) = Hj(CPUjpad-balancing), i # J | i, ] € Treatments

Hy @ pi(CPUpad—palancing) # Hj(CPUload—balancing)> 1 # J | i, ] € Treatments
In order to evaluate these hypotheses, the ANOVA test was applied. As a result, the calculated
p-values for all scenarios (25, 50 and 100 nodes) were equal to 0.9, that is, the null hypothesis

HO was not rejected. Thus, we have that there is no difference between the means of the samples

of the treatments.

Figure 28 — Average distribution of the CPU utilization load-balancing.
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Given the equality of means, only an ordering of the mean values was made. Table 14
shows the ordering of algorithms according to the average CPU load-balancing metric. In addi-

tion, Figure 29 shows the graph of the means with a 95% confidence interval for the treatment data.

Memory utilization load-balancing

Figure 30 shows the mean distribution of the samples collected from the memory load-

balancing metric. Outliers were removed and replaced by the mean of the data without outliers.
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Table 14 — CPU load-balancing mean.

25 nodes 50 nodes 100 nodes

Algorithm | Mean Algorithm | Mean Algorithm | Mean
R3GP 0.051478 FFD 0.053659 R3GP 0.054024
e-Greedy | 0.051480 R3GP 0.053667 e-Greedy | 0.054025
GA 0.051514 e-Greedy | 0.053668 GA 0.054036
GLS 0.051530 GA 0.053687 GLS 0.054039
HC 0.051531 GLS 0.053695 HC 0.054039
FFD 0.051535 HC 0.053696 FFD 0.054040

Source: Author.

Figure 29 — Average mean of the CPU utilization load-balancing.
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100

Then, the Kolmogorov-Smirnov normality test was applied. The p-values of the test show that the

data follow a normal distribution. Thus, Bartlett’s test was applied to verify the homoscedasticity

of the samples. The homoscedasticity test indicate that the variance of the treatment data is

homogeneous. Therefore, the hypotheses related to memory load-balancing can be formulated in

the following mathematical way:

Hy : ,ui(MEMload—balancing) = ,uj(MEMload—balancing)a i#j|i,je€Treatments

Hy : ,ui(MEMload—balancing) * ,uj(MEMload—balancing), i#jli,j€Treatments

In order to evaluate this hypothesis, the ANOVA test was applied. As a result, the

calculated p-values for all scenarios (25, 50 and 100 nodes) were less than 0.025, that is, the null

hypothesis HO was rejected. Thus, we have that there is a difference between the means of the

samples of the treatments.
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Figure 30 — Average distribution of the memory utilization load-balancing.
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Given the difference between means, Tukey’s test was applied to rank the treatments.
Table 15 shows the ranking of algorithms according to the average memory load-balancing
metric. In addition, Figure 31 shows the graph of the means with a 95% confidence interval for

the treatment data.

According to Tukey’s test, R3GP and e-Greedy outperform GLS, HC and FFD, as
the p-values reject the null hypothesis in the pairwise evaluation of treatments between these
two groups. Overall, GA, GLS, and HC have average performance, while FFD has the worst

performance in memory load-balancing.

Bandwidth utilization load-balancing

Figure 32 presents the mean distribution of the samples collected from the bandwidth
load-balancing metric. Outliers were removed and replaced by the mean of the data without
outliers. Then, the Kolmogorov-Smirnov normality test was applied. The p-values of the test

show that the data follow a normal distribution. Thus, Bartlett’s test was applied to verify the
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Table 15 — Memory load-balancing ranking.

25 nodes
Rank | Algorithm | Mean p-value
R3GP 0.049129
st
! e-Greedy | 0.049302 0-9000
GA 0.051395 0.3847,
3rd GLS 0.052530 0.3812,
HC 0.052534 0.9000
6" FFD 0.054879 < 0.0250
50 nodes
Rank | Algorithm | Mean p-value
R3GP 0.051646
st
! e-Greedy | 0.051761 0.9000
GA 0.053084 0.6287,
3rd GLS 0.053701 0.5857,
HC 0.053731 0.9000
6" FFD | 0.055161 < 0.0250
100 nodes
Rank | Algorithm | Mean p-value
1t R3GP 0.053189 | 0.9000,
e-Greedy | 0.053282 | 0.040394,
3rd GA 0.054050 | 0.095247
GLS 0.054258
th
4 HC 0.054278 (()) 1125924; 0-9000
6™ FFD 0.054988 '

Figure 31 — Average mean of the memory utilization load-balancing.

Source: Author.
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homoscedasticity of the samples. The homoscedasticity test indicate that the variance of the
treatment data is homogeneous. Therefore, the assumptions related to bandwidth load-balancing

can be formulated in the following mathematical way:
Hy : ,ui(BWload—balancing) = ,uj(BWload—balancing)a i # ] | i’j € Treatments
Hi : ,Ui(BWload—balancing) # ﬂj'(BWload—balancing)’ I # ] | i,j € Treatments

In order to evaluate these hypotheses, the ANOVA test was applied. As a result, the calculated
p-values for all scenarios (25, 50 and 100 nodes) were equal to 0.9, that is, the null hypothesis
HO was not rejected. Thus, we have that there is no difference between the means of the samples

of the treatments.

Figure 32 — Average distribution of the bandwidth utilization load-balancing.
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Given the equality of means, only an ordering of the mean values was made. Table 16
shows the ordering of the algorithms according to the average of the bandwidth load-balancing
metric. In addition, Figure 33 shows the graph of the means with a 95% confidence interval for

the treatment data.
Euclidean distance of the objective values

Figure 34 presents the mean distribution of the samples collected from the Euclidean

distance metric of the objective functions. Outliers were removed and replaced by the mean of the



Chapter 6. R3GP Validation

92

Table 16 — Bandwidth load-balancing mean.

25 nodes 50 nodes 100 nodes
Algorithm | Mean Algorithm | Mean Algorithm | Mean
R3GP 0.051773 R3GP 0.053316 R3GP 0.053797
e-Greedy | 0.051776 e-Greedy | 0.053320 e-Greedy | 0.053805

GA 0.052021

GA 0.053472

GA 0.053900

GLS 0.052149

GLS 0.053499

GLS 0.053917

HC 0.052160

HC 0.053545

HC 0.053920

FFD 0.052398

FFD 0.053671

FFD 0.053994

Source: Author.

Figure 33 — Average mean of the bandwidth utilization load-balancing.
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data without outliers. Then, the Kolmogorov-Smirnov normality test was applied. The p-values of

the test show that the data follow a normal distribution. Thus, Bartlett’s test was applied to verify

the homoscedasticity of the samples. The p-values of the Barlett’s test shown the variance of the

treatment data is heterogeneous. Therefore, the hypotheses related to the Euclidean distance of

the objective functions can be formulated in the following mathematical way:

Hy : M;(distancecyciidean) = Mj(distancecyciidean), i # j | i, j € Treatments

Hy : M;(distanceeycligean) # Mj(distanceyciidean), i # j | i, j € Treatments

In order to evaluate these hypotheses, the Kruskal-Wallis test was applied. As a result, the

calculated p-values for all scenarios (25, 50 and 100 nodes) were less than 0.025, that is, the null

hypothesis HO was rejected. Thus, there is a difference between the medians of the treatment

samples.
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Figure 34 — Average distribution of the euclidean distance of the objective values.
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Given the difference between medians, Dunn’s test was applied to rank treatments. Table
17 shows the ranking of algorithms according to the median of the Euclidean distance metric
of the objective functions. In addition, Figure 35 shows the graph of the means with a 95%

confidence interval for the treatment data.

According to the p-value of Table 17, there is no difference between the medians of
e-Greedy and the proposed algorithm (R3GP) in all scenarios. There is no difference between
Hill Climbing (HC) and Guided Local Search (GLS) medians in all scenarios. Also, there is no
difference between Genetic Algorithm (GA) and Guided Local Search in the 100 node scenario,

however, there is difference between GA and HC.

While the GA, GLS, HC and FFD tend to worsen the median minimization of the
Euclidean distance value of the objective functions, the R3GP and e-Greedy algorithms tend to
improve with the increase in the number of nodes. This improvement in FSPP minimization with
the increase in the number of nodes is a relevant behavior due to the scalability characteristic of

Fog Computing, which can reach tens of thousands of nodes.



Chapter 6. R3GP Validation

94

Table 17 — Euclidean distance ranking.

25 nodes
Rank | Algorithm | Median p-value
o | €-Greedy | 0.194810
! R3GP 0.195688 0.5769
3rd GA 0.205550 < 0.0250
GLS 0.211501
th
4 HC 0.212301 04440
6" FFD 0.232309 < 0.0250
50 nodes
Rank | Algorithm | Median p-value
s | €Greedy | 0.194558
! R3GP 0.195166 0.7965
3rd GA 0.207755 < 0.0250
4h GLS |0.213122
5th HC 0.215173 0.04670
6" FFD 0.232343 < 0.0250
100 nodes
Rank | Algorithm | Median p-value
R3GP 0.193406
st
! e-Greedy | 0.194181 0.3961
3rd GA 0.211830
4ih GLS 0.213379 0.3198 0.3961
5t HC 0.214221 )
6" FFD 0.233494 < 0.0250

Source: Author.

Figure 35 — Average mean of the euclidean distance of the objective values.

E FFD B :-Greedy Bl GLs
s R3GP EE GA EE HC

0.20

o
=
w

o
=
o

Fitness value [d]

0.05

0.00 -

50 100
Nodes

Source: Author.



Chapter 6. R3GP Validation 95

6.4.3 Placement planning time results

Figure 36 shows the distribution of the average of the samples collected from the
placement planning time metric. Outliers were removed and replaced by the mean of the data
without outliers. Then, the Kolmogorov-Smirnov normality test was applied. The p-values of
the test show that the data follow a normal distribution, except for the FFD. Thus, Levene’s test
was applied to verify the homoscedasticity of the samples. The homoscedasticity test indicate
that the variance of the treatment data is heterogeneous. Therefore, the hypotheses related to the

placement planning time can be formulated in the following mathematical way:
Hy : Mi(tplacement) = Mj(tplacement), I # ] | iaj € Treatments
H;: Mi(tplacemem) * Mj (tplacement), i#j|i,j€Treatments

In order to evaluate this hypothesis, the Kruskal-Wallis test was applied. As a result, the calculated
p-values for all scenarios (25, 50 and 100 nodes) were less than 0.025, that is, the null hypothesis
HO was rejected. Thus, there is a difference between the medians of the treatment samples.

Figure 36 — Average distribution of the placement planning time.
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Given the difference between medians, Dunn’s test was applied to rank treatments. Table
18 shows the ranking of algorithms according to the median of the placement planning time
metric. In addition, Figure 37 shows the graph of the means with a 95% confidence interval for

the treatment data.
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Table 18 — Placement planning time ranking.

25 nodes
Rank | Algorithm | Median | p-value
1% FFD 0.003194
2% | e-Greedy | 0.073300
37d R3GP 0.109914
47 HC [ 0.77054 | < 00230
5h GLS 0.200069
6" GA 0.305593
50 nodes
Rank | Algorithm | Median | p-value
1% FFD 0.004790
27 | c-Greedy | 0.080668 | - 09230
HC 0.128197
rd
3 R3GP 0.131053 0.3240
5th GLS 0.234835
67 GA | 0309359 | ~ 00230
100 nodes
Rank | Algorithm | Median | p-value
15 FFD 0.008011
2d | e-Greedy | 0.090295
37d R3GP 0.160279
A7 HC | 0.84194 | < 00230
5h GA 0.249473
6" GLS 0.303650

Source: Author.

Figure 37 — Average mean of the placement planning time.
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According to the p-value of Table 18, there is no difference between the medians of Hill
Climbing (HC) and the proposed algorithm (R3GP) in the 50-node scenario. The drop in the Hill
Climbing placement plan time can be explained by the objective function values that indicate
that the algorithm may have fallen into local minima in the 50-nodes scenario. Also, the First-Fit
Decreasing (FFD) has the best placement plan time performance. The FFD is at least 11 times
faster than the others, however, the difference decreases with the increase in the number of nodes.
Considering the confidence interval, the algorithms calculate the placement plan in up to 300

milliseconds in the Python language.

6.4.4 Speed convergence results

Figure 38 presents the mean distribution of the samples collected from the speed
convergence metric, except for the First-Fit Decreasing, as it is not applicable. Outliers were
removed and replaced by the mean of the data without outliers. Then, the Kolmogorov-Smirnov
normality test was applied. The p-values of the test show that the data follow a normal
distribution. Thus, Bartlett’s test was applied to verify the homoscedasticity of the samples. The
homoscedasticity test indicate that the variance of the treatment data is heterogeneous. Therefore,
the hypotheses related to the speed convergence can be formulated in the following mathematical
way:

Hy: M;(convergence) = M;(convergence), i # j | i,j € Treatments

Hi : M;(convergence) # M;(convergence), i # j | i,j € Treatments

In order to evaluate this hypothesis, the Kruskal-Wallis test was applied. As a result, the calculated
p-values for all scenarios (25, 50 and 100 nodes) were less than 0.025, that is, the null hypothesis
HO was rejected. Thus, there is a difference between the medians of the treatment samples.

Given the difference between medians, Dunn’s test was applied to rank treatments. Table
19 shows the ranking of algorithms according to the median of the speed convergence metric.
In addition, Figure 39 shows the graph of the means with a 95% confidence interval for the

treatment data.

According to the p-value of Table 19, there is no difference between the e-Greedy medians
and the proposed algorithm (R3GP) in the 100-nodes scenario. Unlike the others, the increase
in R3GP speed convergence may indicate that the greater the number of nodes, the greater the

number of optimal solutions that the algorithm can explore in relation to the others.

Regarding Hill Climbing, the increase in speed convergence contrasts with the decrease
in placement plan time in the 50-nodes scenario. This behavior can be explained by the use of
the tweaker that randomly selects the components of the solution that are adjusted. The same

tweaker is used in the GLS which has an oscillatory behavior as shown in the graph.
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Figure 38 — Average distribution of the speed convergence.
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Figure 39 — Average mean of the speed convergence.

I R3GP Il GA BN HC
 e-Greedy N GLs
35
30
c
=l
T 25
=1
©
>
[t
2 207
[1¥)
5
=
%5 15 A
=
[
o
5 10 A
=
5
o
50 100
Nodes

Source: Author.



Chapter 6. R3GP Validation

99

Table 19 — Speed convergence ranking.

25 nodes
Rank | Algorithm | Median p-value
157 HC 19.820000
ond GLS 22.403878
374 R3GP 23.639243 | < 0.0250
4ih e-Greedy | 26.870000
5 GA 33.210642
50 nodes
Rank | Algorithm | Median p-value
1% GLS 22.416413
2nd HC 22.960000
3rd R3GP | 26.620000 | < 0.0250
Alh e-Greedy | 28.510204
57 GA 33.600000
100 nodes
Rank | Algorithm | Median p-value
151 HC 19.969796
2 GLS | 22200000 | < %0230
+a | €Greedy | 29.418367
3 R3GP 29.797755 0.2389
5th GA 33.840000 | < 0.0250

Source: Author.

6.5 Conclusion

In general, the Rotation-Guided Greedy Genetic Particle (R3GP) algorithm, proposed in
this work, performed similarly to e-Greedy, outperforming the other algorithms in most metrics,
except for placement plan time and speed convergence in which it obtained median values,
placing third in both. However, in the placement time metric, R3GP performed around two to
three times faster than enough for the execution of the case study. Regarding speed convergence,
although Hill Climbing (HC) and Guided Local Search (GLS) were in the first two places, they
had the worst performances in the optimization of the Fog Service Placement Problem (FSPP),
that is, R3GP despite running a few more steps, was due to the better way of discovering new
optimal solutions. Finally, the highlight of the proposed algorithm was the optimization of the
energy consumption metric, in which it surpassed all compared algorithms. Its robustness to the
increase in the number of nodes is a strong indication of its effectiveness for Green Computing in

highly scalable distributed environments, as in the case of Fog Computing.

Regarding the threats to the validity of this experimental validation, the implementation
of algorithms based on pseudo-algorithms is considered a threat to the validity of construction,

as the interpretation or the pseudo-algorithm itself can favor some aspects of the treatments. As a
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threat to internal validity, the implementation of the First-Fit Decreasing service ordering strategy
may not have been adequate. The strategy adopted was the ordering of services considering
the resource requirements lexicographically and not based on the Euclidean distance of the
requirements. Another threat to internal validity was the coding of e-Greedy. In the validation
experiment, an algorithm with selection of random solutions and component choice strategy was
executed through e-Greedy. As a threat to external validity we have the number of algorithms
compared with the proposed algorithm. In order to mitigate this bias, the most used algorithms in
the literature were chosen. Finally, in order to mitigate the threat to the validity of the conclusion,
samples were collected that were large enough to apply statistical tests to validate the formulated

hypotheses.
Finally, given the evidence, the following research questions are answered as follows:

1. Does the proposed optimization algorithm calculate the best placement plan than those found
in the literature? Yes, despite being tied with e-Greedy in the Euclidean distance, makespan, CPU
load-balancing, memory load-balancing and bandwidth load-balancing metrics, R3GP surpasses

it in the energy consumption metric.

2. Does the proposed optimization algorithm calculate the best placement plan faster than those
found in the literature? No, the fastest algorithm was First-Fit Decreasing. R3GP had an average

performance, taking third place.

3. Does the proposed optimization algorithm calculate the best placement plan in less steps than
those found in the literature? No, the fastest algorithms were Hill Climbing and GLS, however,

this metric was not a determining factor for the success of the algorithms.
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Case Study

This chapter presents the method used to evaluate the placement algorithms in the case
study scenario described in section 7.1. Section 7.2 presents an overview of the methodology
for conducting the validation experiment. Section 7.3 shows the experimental planning with
a detailed description of context selection, dependent and independent variables, hypotheses
formulation, step-by-step of the experimental design and the devices and tools used as instruments
for the execution of the experiment. Section 7.4 presents the details of how the experiment was
carried out. Results and statistical analyzes of the data are presented in Section 7.5. Finally, the

conclusion about the performance of the algorithms is presented in Section 7.6.

7.1 Description

In order to evaluate and demonstrate the applicability of the optimization solutions of
the FSPP, this section presents the motivation scenario that guided this work. The case study is
inspired in (EYCKERMAN et al., 2020) and (MSEDDI et al., 2019) that compare optimization

algorithms to solve the FSPP to avoid pedestrian accidents in a smart road system.

According to World Health Organization (WHO) in (ORGANIZATION et al., 2023),
around 310 500 pedestrians in the world where killed in road traffic crashes in 2016. This
represents 23% of the global road traffic fatalities. The agency also report that 29% are car
occupants, 28% are motorized 2- or 3-wheels, and 3% are cyclists. The remaining 17% were
categorized as other types of accidents or unspecified. Among the factors that cause the deaths

there are alcohol impairment, driver distraction, and driver fatigue.

Depending of the status, the driver’s reaction time to the security risk scenario varies
(CULIK; KALASOVA; STEFANCOVA, 2022) as shown in Table 20. For example, supposing
the driver is indisposed, driving at 60 km/h of speed, and receives a security risk stimulus, the

reaction time can be up to 2.4 seconds, consequently, the distance traveled by the car can be up to



Chapter 7. Case Study

102

40 meters. The higher is the reaction time, the higher is the distance traveled.

Table 20 — Driver’s reaction time for different conditions.

Traveled distance [m]

Driver’s status Reaction time [s] | 30 km/h 60 km/h
Attentive, focused, awaiting stimulus, 0.6-07 50-58 10.0 - 11.7
and ready to brake

Attentive, but does not expect a stimulus 0.7-09 58-7.5 11.7-15.0
Attention focused on other activities

related to driving (driving, preventing, 1.0-1.2 8.3-10.0 | 16.7-20.0
sidewalk observation)

Inattentive (having fun with the passenger) 14-1.38 11.7-15.0 | 23.3-30.0
Indisposed (alcohol, illness, fatigue) 1.6-24 13.3-20.0 | 26.7 - 40.0

Source: Adapted from (CULIK; KALASOVA; STEFANCOVA, 2022).

Beyond the human condition, another factor that influences the distance traveled by the
car is the road condition. Table 21 shows the stopping distance, in meters, for a car in different
speeds and road types. For example, a car traveling at 60 km/h on a paved road, after braking,
only stops after 34 meters. Furthermore, if the paved road is wet, the vehicle travels another 6
meters, i.e. 40 meters in total. (MOHAMED et al., 2022).

Table 21 — Stopping distance for different road types and car speed.

Speed | 30 knw/h | 40 knvh | 50 km/h | 60 kivh | 70 knv/h | 80 km/h
Road type
Dry asphalt 122 m 18 m 25m 32m 40 m 50 m
Wet asphalt 13.4 m 20 m 28 m 37 m 47 m 58 m
Dry pavement 12.8 m 19 m 26 m 34 m 44 m 54 m
Wet pavement 14.2 m 22 m 30 m 40 m 52 m 64 m

Source: Adapted from (MOHAMED et al., 2022).

According to the Brazilian Traffic Code!, the maximum speed that the vehicle can reach
on an arterial road in an urban area is 60 km/h. Given this law, the IoT application of the use
case was modeled to perform the placement of services in order to avoid vehicle collisions at
a maximum of 60 km/h against other vehicles, pedestrians, animals, or objects. In addition,
the worst driver status scenario was considered, that is, indisposed, as specified in Table 20.
Therefore, assuming that the road condition is paved and wet, the application deadline time is

calculated as follows.

Given that:
car speed =60 km/h =16.67 m/s

driver reaction =2.4 s

' Available in: <https://www.planalto.gov.br/ccivil_03/leis/I9503compilado.htm>
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distancezee‘ﬁ;‘ef" = car speed X driver reaction

distancezee‘;fo’ﬁzn =16.67 [m/s] x2.4 [s] =40 m

. reaction __
dzstanceafter =40 m

Thus, assuming that the application request happens with the vehicle 100 meters from the target,

the application response time must be:

request

. _ : reaction : reaction
doadline®P — distance,p), (dlstancebefwe + dlstanceafter
time car speed
100 — (40 +40) [m]
. app _ _
deadline,;, , = 667 Tm/s] 1.2s

deadlineft.% =125

Given this scenario, for the traffic collision avoidance application case study, it was

assumed in the experiment that the application deadline time is 1.2 seconds.

7.2 Methodology

The methodology of this work is based on an explanatory research, in which the
optimization of a Fog Service Placement Problem modeled as a Constraint Satisfaction Problem
in (SKARLAT et al., 2017a; SKARLAT et al., 2017b) is addressed. Experimental evaluations
of the performance of heuristic and meta-heuristic algorithms were performed in solving the
placement problem to run IoT applications over a Fog Computing infrastructure, similar to
what was done in (NATESHA; GUDDETI, 2021; AYOUBI; RAMEZANPOUR; KHORSAND,
2021; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020). In this study, an in silico
experiment was conducted, simulated in the Kintoun simulator (Chapter 5), using two real-time

and mission-critical IoT applications in the field of Intelligent Transportation Systems.

Before running the experiments, it was necessary to prepare and provision the Fog
architecture components, [oT services and applications, FSPP coding and optimization algorithms.
The topology of the prepared Fog infrastructure was based on a Barabasi network, as well as
(NEZAMI et al., 2021; BROGI et al., 2019; LERA; GUERRERO; JUIZ, 2018). The experiment
scripts necessary for the execution of the experimental steps were implemented, as described in
the topic Experimental Design in 7.3.2. Thus, the experiments were organized according to the
Goal Question Metric (GQM) approach proposed by (BASILI; CALDIERA; ROMBACH, 1994).

As performance metrics, application response time, makespan, placement plan time, fog
utilization, application deadline timeout and energy consumption were collected. The frequency
of collection for this last metric was the average of 10 samples in 1 second. The other metrics

were collected as needed. As treatments of the experiment, the proposed algorithm (R3GP),
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First-Fit Decreasing, e-Greedy and the direct deployment strategy in the cloud called Cloud-only
(NATESHA; GUDDETI, 2021; NEZAMI et al., 2021; YOUSEFPOUR et al., 2019) were used.

For each of the algorithms, a 1-hour experiment was performed.

In order to mitigate the threats to internal validity exposed in section 6.5, the ordering
strategy used by First-Fit Decreasing was modified so that, instead of carrying out a lexicographical
ordering by the resources requested by the services, it performs the ordering according to the
Euclidean distance of the resources requested by the services. Thus, the strategy is paired with the
strategy adopted in the evaluation of the objective function and cost function of the metaheuristic
algorithms. In addition, the random e-Greedy was disregarded and replaced by the pure e-Greedy,
that is, only the e-Greedy acting in the selection of components at once, without iteration with

random solution selection.

Finally, after carrying out the experiments, statistical tests were applied to the data of
the results obtained for the analysis of each metric in order to compare the treatments and then
evaluate the formulated hypotheses. The Data Validation in 7.5.1 explains what types of tests

were used.

7.3 Experimental Planning

7.3.1 Objective Definition

The objective of the experiment was formally defined using the GQM method, proposed
by (BASILI; CALDIERA; ROMBACH, 1994), as follows: analyze the proposed optimization
algorithm for the Fog Service Placement Problem; for the purpose of evaluate the perfor-
mance against the First-Fit Decreasing, e-Greedy, and Cloud-only heuristics (NATESHA;
GUDDETI, 2021; NEZAMI et al., 2021); concerning application response time, makespan,
placement plan time, fog utilization, application deadline time out, and energy consumption
(YOSUEF et al., 2020; DJEMALI et al., 2019); from the point of view of network architects,
network engineers, [oT developers, Intelligent Transportation Systems companies, and Smart City

companies; in the context of vehicle collision avoidance and heavy vehicle detection applications.

7.3.2 Planning

Context Selection

Based on (NATESHA; GUDDETI, 2021; AYOUBI; RAMEZANPOUR; KHORSAND,
2021; MARTIN; KANDASAMY; CHANDRASEKARAN, 2020), in this chapter, this study
proposes an in silico. The experiment carried out using two synthetic IoT application request for
placement of services whether in the fog computing layer or in the cloud computing layer. The

first application is a vehicle collision avoidance detection for Intelligent Transportation Systems
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as in (EYCKERMAN et al., 2020; MSEDDI et al., 2019; DONASSOLO et al., 2019b). The
second is a heavy vehicle detection, such as bus and fire truck, in order to control semaphore

preference.

Independent Variables

The independent variables of the experiment are, the IoT applications resource, the
number of IoT application services, the applications requests distribution time, the number of

nodes, the resource configuration of the nodes, and the network topology.

Dependent Variables

The dependent variables of the experiment are the application response time, makespan,

placement plan time, fog utilization, application deadline time out, and energy consumption.

Hypothesis Formulation

Adopting the GQM method, the following research questions were designed to fully cover
the objectives of the work:

1. Does R3GP plan the placement of applications with the shortest application response time?
2. Does R3GP have the lowest number of application deadline timeouts?
3. Does R3GP make the best use of Fog layer resources?

4. Does R3GP enable the lowest system energy consumption?

In order to evaluate these questions, the metrics described in the topic Dependent Variables were
used. Question 1 was evaluated using the application response time variable as the main metric
and the makespan and placement plan time variables as a complementary analysis. To answer
question 2, the application deadline timeout metric was used. Question 3 is answered using the
fog utilization variable. Finally, question 4 is answered by analyzing the energy consumption

metric. Thus, with the objectives and metrics defined, the following hypotheses were formulated:
Hy: all treatments have the same average value for the evaluated metric.
Hj: any treatment has a different average value for the evaluated metric.

Formally, the hypotheses can be described as:
Hy : M;(metric) = Mj(metric), i # j | i,j € Treatments

Hi: M;(metric) # Mj(metric), i # j | i,j € Treatments
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Object Selection

In order to evaluate the formulated hypotheses, representative samples of the population
were collected. Samples were collected during 3600 seconds of execution for each algorithm.
The frequency of collection of the energy consumption metric was the average of 10 samples in 1
second during 1 hour, totaling 3600 samples. The other metrics were collected as they were used.
For analysis, the first 600 seconds were discarded due to the system stabilization time. Thus,

3000 seconds of samples collected for each treatment were statistically analyzed.

Experimental Design

The following high-level steps for experimenting were performed for each algorithm:

1. Run the experimental script that contains the following steps:
a) The IoT devices send IoT application requests to the Fog Controller queue buffer each
random exponential request;pzervqr distribution;

b) The Fog Controller read the queue buffer and calculate the placement plan of the last

application request using the algorithm (treatment);

¢) The Fog Controller send the requested IoT application service to the Fog Computing

Node for placement.
2. Collect the metrics during 3600 seconds;
3. Discard the first 600 seconds (the transient state);

4. Apply appropriate statistical tests to analyze all hypotheses.

Instrumentation

For experimental setup, the following software were used: Python 3.10 with pandas 1.5.0,
numpy 1.24.0, networkx 3.0, and matplotlib 3.7.0 libraries, and Ubuntu 22.04 LTS operating
system. Furthermore, the following hardware setup was employed: Intel dual core x86_64
processor with 3.1 GHz clock, 8 GB of RAM, and 1 TB of HDD.

7.4 Experimental Operation

7.4.1 Preparation

In this step the simulation environment was configured. The host machine was equiped
with the Kintoun simulator implemented in Python 3.10. Before execution and evaluation of the

optimization algorithms
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In order to perform the experiment, it was used the configurations of the fog computing
nodes, links, and applications services presented in Tables 22 and 23. The configurations are
based on the real hardware specifications and in (NIKOUI et al., 2020; MAHMUD et al., 2019b).

Table 22 — Nodes and links configurations of the case study.

Fog computing nodes configuration

CPU capacity 225.9 MIPS

Memory capacity 512 MB
Raspberry Pi A+ | Bandwidth capacity 58.8 Mbps

Power idle 1.2 W

Power maximum 54W

CPU capacity 224.89 MIPS

Memory capacity 1024 MB
Raspberry Pi B+ | Bandwidth capacity 59 Mbps

Power idle 29W

Power maximum 6.4 W

Fog gateway nodes configuration

CPU capacity 13500 MIPS

Memory capacity 2048 MB
Core Gateway Bandwidth capacity 10 Gbps

Power idle 20 W

Power maximum 70 W

CPU capacity 6750 MIPS

Memory capacity 1024 MB
lé(;;g:‘{vzz;%gregate Bandwidth capacity 10 Gbps

Power idle 10 W

Power maximum 45 W

Network links configuration
Bandwidth capacity {58.8, 59} Mbps
communication latency | 1 ms per hop
Bandwidth capacity 10 Gbps
communication latency | 1 ms per hop
Bandwidth capacity 10 Gbps
communication latency | 100 ms per hop

IoT to Fog

Internal Fog

Fog to Cloud

Source: Author.

In order to execute and evaluate the optimization algorithms, the parameter used in the e-Greedy
was € = 0.06, the same as in Table 11 for 25 nodes. The topology of the case study experiment is
presented in Figure 40. The FCN cluster region 1 contains 4 Fog Computing Nodes of the model
Raspberry Pi A+ and 4 of the model B+. The FCN cluster region 2 contains 2 Fog Computing
Nodes of the model Raspberry Pi A+ and 2 of the model B+. There are 20 IoT devices in region
1 and 20 IoT devices in region 2. Each IoT device has an exponential probability of 1 Heavy

Vehicle Detection application request every 120 second, and 1 Vehicle Collision Avoidance
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Table 23 — Applications configurations of the case study.

Application configuration
. .. . Number of services 5
Vehicle Collision Avoidance Total deadline time 1500 ms
. . Number of services 10
Heavy Vehicle Detection Total deadline time 5000 ms
Service configuration
CPU requirement {2,4,8} MI
Memory requirement 16 MB
Vehicle Collision Avoidance | Bandwidth requirement | 256 Kbps
Services Input data size {1, 10} KB
Output data size {1,10} KB
Deadline time 30 ms
CPU requirement {3,6,9,12, 15} MI
Memory requirement 32 MB
Heavy Vehicle Detection Bandwidth requirement | 512 Kbps
Services Input data size {1,10} KB
Output data size {1, 10} KB
Deadline time 300 ms

Source: Author.

application request every 600 seconds.

7.4.2 Execution

The steps specified in Experimental Design topic in 7.3.2 was performed as described.
The Ubuntu was used in the experiments without the Graphical User Interface (GUI) started, only
via teletypewriter (TTY). The treatments used was the R3GP, First-Fit Decreasing, e-Greedy,
and Cloud-only. It was ran 3600 seconds of experiment for each treatment. The metrics collected
were application response time, makespan, placement plan time, number of placements in fog,
number of placements in cloud, number of applications with timeout, and energy consumption.

The number of placements in fog and in cloud composes the fog utilization metric.

7.5 Results and Discussion

This section presents the results of the performance of the R3GP, First-Fit Decreasing,
e-Greedy, and Cloud-only algorithms in regards to the case study of Fog Service Placement
Problem for Vehicle Collision Avoidance and Heavy Vehicle Detection 10T applications. It
presents the analysis of the results of the case study experiment in order to validate the hypothesis
and answer the research question formulated in subsection 7.3.2. Section 7.5.1 presents a summary

of how the data were statistically analyzed. Subsection 7.5.2 presents the results of the application
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Figure 40 — Fog topology of the case study.
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response time metric and a secondary analysis using the makespan and placement plan time
metrics are in subsection 7.5.3 and 7.5.4, respectively. Subsection 7.5.5 presents the use of fog
resources by services in relation to the cloud. Finally, the analysis of energy consumption in the

system is done in subsection 7.5.6.

7.5.1 Data Validation

In order to validate the data and evaluate the hypotheses, the following statistical analysis
were used: Kolmogorov-Smirnov (KS) test, to check the normality of the data; Most of the data
were not normal, then, it was used Kruskal-Wallis test, to compare the median values of the
metrics obtained of all treatments. At last, was used the Dunn’s post hoc test to ranking the

treatments.

7.5.2 Application response time results

Figure 41 presents the distribution of the samples collected from the application response
time metric. The Kolmogorov-Smirnov normality test was applied. The p-values of the test

show that the data do not follow a normal distribution. Therefore, the hypotheses related to the
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application response time can be formulated in the following mathematical way:
Hy : M;(response time) = M;(response time), i # j | i,j € Treatments
Hi : M(response time) + Mj(response time), i # j | i,j € Treatments

In order to evaluate these hypotheses, the Kruskal-Wallis test was applied. As a result, the
calculated p-value was less than 0.025, that is, the null hypothesis Hy was rejected. Thus, there is

a difference between the medians of the treatment samples.

Figure 41 — Distribution of the application response time of the case study.
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Given the difference between medians, Dunn’s test was applied to rank treatments. Table
24 shows the ranking of algorithms according to the median of the application response time
metric. In addition, Figure 42 shows the graph of the means with a 95% confidence interval for

the treatment data.

Two factors that the application response time takes into account are the placement
planning time of the algorithm used and the makespan. The explanation for the Cloud-only
having lower values than the other algorithms, for the Heavy Vehicle Detection application,
is that the Cloud-only placement strategy only transfers the application to the cloud resource
directly, therefore, the placement planning time is very small. Another point is that the cloud is
modeled as a single resource with large capacity. In this way, there is no network communication

time between one service and another in the cloud, as it is considered as if it were a single node.

It is important to consider that fog server clusters are formed by Raspberry Pi model
devices, that is, devices with extremely limited resources when compared to the resource modeled

for the cloud. However, as shown in Table 24, R3GP was able to obtain one of the best application
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Table 24 — Application response time ranking.

Heavy Vehicle Detection
Rank | Algorithm | Median | p-value
1** | Cloud-only | 0.474468
2nd FFD 0.751412
37 R3GP | 0942878 | = 0020
4" | e-Greedy 1.023218
Collision Avoidance
Rank | Algorithm | Median | p-value
R3GP 0.300601
st
! Cloud-only | 0.310330 0.1257
FFD 0.316739
rd
3 e-Greedy | 0.335465 0.6690

Source: Author.

Figure 42 — Mean of the application response time of the case study.
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response times for the Collision Avoidance application by placing services only on fog nodes, as

shown in the analysis of the fog utilization metric.

7.5.3 Application makespan results

Figure 43 presents the mean distribution of the samples collected from the makespan
metric. The Kolmogorov-Smirnov normality test was applied. The p-values of the test show that
the data do not follow a normal distribution. Therefore, the hypotheses related to the makespan
can be formulated in the following mathematical way:

Hy: M;j(makespan) = Mj(makespan), i # j |i,j € Treatments

Hi: Mi(makespan) # M;(makespan), i # j | i, j € Treatments

In order to evaluate these hypotheses, the Kruskal-Wallis test was applied. As a result, the
calculated p-value was less than 0.025, that is, the null hypothesis Hy was rejected. Thus, there is

a difference between the medians of the treatment samples.

Figure 43 — Distribution of the application makespan of the case study.
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Given the difference between medians, Dunn’s test was applied to rank treatments. Table
25 shows the ranking of algorithms according to the median of the makespan metric. In addition,

Figure 44 shows the graph of the means with a 95% confidence interval for the treatment data.

As discussed in the analysis of the application response time, there is no network
communication time in the cloud resource, in addition to the resource being extremely superior
to those of fog. This combination makes the makespan of the Cloud-only strategy low. However,
for the Collision Avoidance application, R3GP and e-Greedy manage to outperform the other

two strategies, with a difference of at least 30% faster.
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Makespan [s]

Figure 44 — Average mean of the makespan of the case study.

Table 25 — Makespan ranking of the case study.

Heavy Vehicle Detection
Rank | Algorithm | Median | p-value
1" | Cloud-only | 0.424688 | < 0.0250
FFD 0.686760
nd
2 e-Greedy | 0.697554 0.6090
4ih R3GP 0.765748 | < 0.0250
Collision Avoidance
Rank | Algorithm | Median | p-value
1% e-Greedy | 0.177166
7@ | R3GP | 0.206462 | ~ 0230
Cloud-only | 0.269236
rd
3 FFD | 0269516 | 07>

Source: Author.
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7.5.4 Placement planning time results

Figure 45 presents the mean distribution of the samples collected from the placement
planning time metric.The Kolmogorov-Smirnov normality test was applied. The p-values of the
test show that the data do not follow a normal distribution. Therefore, the hypotheses related to

the placement planning time can be formulated in the following mathematical way:
Hy: M;(response time) = Mj(response time), i # j | i, j € Treatments
Hi : M(response time) # M;(response time), i # j | i,j € Treatments

In order to evaluate these hypotheses, the Kruskal-Wallis test was applied. As a result, the
calculated p-value was less than 0.025, that is, the null hypothesis Hy was rejected. Thus, there is

a difference between the medians of the treatment samples.

Figure 45 — Distribution of the placement planning time of the case study.
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Given the difference between medians, Dunn’s test was applied to rank treatments. Table
26 shows the ranking of algorithms according to the median of the placement planning time
metric. In addition, Figure 46 shows the graph of the means with a 95% confidence interval for

the treatment data.

As discussed in the application response time analysis, the explanation for the extremely
low placement planning time of Cloud-only is that this strategy only instantly offloads the
application to the cloud resource. It is important to remember that, unlike the others, despite
R3GP being a metaheuristic, the proposed algorithm manages to calculate the placement plan
approximately twice as fast as e-Greedy for both applications, however, maintaining the solution

quality as good as e-Greedy, as analyzed by makespan and response time.
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Table 26 — Placement planning time ranking of the case study.

Heavy Vehicle Detection
Rank | Algorithm | Median | p-value
1** | Cloud-only | 0.000119
ond FFD 0.009029
37 R3GP | 0.096663 |~ 020
4th €-Greedy | 0.239939
Collision Avoidance
Rank | Algorithm | Median | p-value
1** | Cloud-only | 0.000108
ond FFD 0.004639
F7 | R3GP | 0.044923 | ~ 00230
4th e-Greedy | 0.087599

Source: Author.

Figure 46 — Mean of the placement planning time of the case study.
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7.5.5 Fog utilization results

Figure 47 shows that the R3GP, e-Greedy and FFD maintain the services of the Heavy
Vehicle Detection in the fog infrastructure. However, related to the Collision Avoidance application,

for 100% of the requests, the FFD offloaded the services to the cloud infrastructure.

Figure 47 — Number of deployments in fog and cloud.
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7.5.6 Energy consumption results

Figure 48 shows the average power consumption of the system over 3600 seconds of
simulation. Application requests were not enough to have a relevant difference between power
idle and average consumption. It is necessary to have a greater load of application requests in
order to be able to better analyze the behavior of the placement of algorithms in relation to energy

consumption.

7.6 Conclusion

In general, in the Kintoun simulator, the Rotation-Guided Greedy Genetic Particle
algorithm, proposed in this work, performed better than e-Greedy, and better than First-Fit
Decreasing and Cloud-only in the placement of Vehicle Collision Avoidance applications. The
highlight of R3GP in the simulator was the application response time metric for applying collision
avoidance. None of the algorithms generated application timeout, but R3GP and e-Greedy had

better use of Fog nodes than FFD, as seen in the fog utilization metric.
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Figure 48 — Average power consumption.
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Finally, given the evidence, the following research questions are answered as follows:
Does R3GP plan the placement of applications with the shortest application response time?
Yes, for the Vehicle Collision Avoidance application. Does R3GP have the lowest number of
application deadline timeouts? Yes, however, none of the treatments generated application time
out. Does R3GP make the best use of Fog layer resources? Yes, just like e-Greedy, R3GP manages
to take advantage of all the resources available in fog. Does R3GP enable the lowest system
power consumption? No, however it is necessary to have a more detailed investigation, with a

greater load of different types of applications.
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Conclusion

Fog computing is a paradigm that emerged as an extension of the Cloud, to enable the
processing of services on edge devices, close to end devices. One of the main features of fog is
the short response time. In order to manage the infrastructure resources in a fog, it is necessary to
run an algorithm to calculate the application placement plan. This plan contains the mapping of
which node each service will run on. The calculation of this plane is an NP-complete problem
called Fog Service Placement Problem. In the literature, several authors try to create the plan

using heuristic and metaheuristic algorithms.

The main objective of this work was to evaluate the performance of the proposed
metaheuristic algorithm in solving the Fog Service Placement Problem for a case study of
Intelligent Transportation Systems applications. The proposed algorithm, called R3GP (Rotation-
Guided Greedy Genetic Particle), was evaluated against the algorithms found in the literature in
relation to the metrics of application response time, makespan, placement planning time, speed
convergence, energy consumption CPU load-balancing, Memory load-balancing, Bandwidth
load-balancing, application deadline timeout and fog utilization. The results of the in silico
experiments showed that R3GP can outperform the literature algorithms in all metrics, except for
the placement planning time. However, for these metrics there is the bias of using the Python
language. As it is an interpreted programming language, the execution time of the algorithm
increases considerably in relation to compiled languages. Furthermore, R3GP showed good

performance in energy consumption optimization, which makes it favorable for Green Computing.

As complements, to achieve the main objective, two other works were carried out. The
first was a systematic mapping of the literature, which allowed identifying the main related works
and the algorithms, metrics and tools used in solving the FSPP. The second was the creation of
the Fog Computing infrastructure simulator, called Kintoun. Inspired by the iFogSim and YAFS
simulators, however, with details of implementations that are more faithful to reality, such as, for

example, the execution of services in parts, using Round Robin. Unlike other simulators, Kintoun
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has been statistically tested and validated based on queuing theory.

As future work, a better investigation is suggested regarding the energy consumption
of the algorithms in the Kintoun simulator. It is also suggested a performance improvement in
the placement planning time of the proposed algorithm (R3GP). Tests are needed with a larger
number of fog nodes, application services and number of application requests. Finally, it is
suggested that the algorithm be used in other case studies, compared to other algorithms such as

Ant Colony Optimization and Particle Swarm Optimization.
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